Case 1:25-cv-01237-DLC  Document 78-2

From: Hogan, Greg

To: Foster, Ozie L.; Price, MC

Cc: Ezell, Charles E.

Subject: Re: Getting DoGE Engineers access
Date: Sunday, February 16, 2025 6:52:09 PM
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Thank you, that was the info | was looking for.

Greg

From: Foster, Ozie L. |}l @opm.gov>

Sent: Sunday, February 16, 2025 6:39 PM

To: Hogan, Greg -@opm.gov>; Price, MC -@opm.gov>

Cc: Ezell, Charles E. |}l @ opm.gov>

Subject: Re: Getting DoGE Engineers access

You’re welcome, Greg. Your account was never created. If you do need an account we can get

you setup Tuesday AM.

The only 3 accounts created were for OPM-4 OPM-2, and ©PM-6 for ¢cOPF and EHRI.

Danielle’s file below was updated with user names, system names and dates. You will see
where their accounts were added and removed + many other updates associated with OPM

Data systems.

Account Creation Audit.xIsx

Thank you,

Ozie Foster

Supervisory IT Specialist

U.S. Office of Personnel Management

OCIO, Federal Information Technology Business Solutions

@79 EEI
I oo o

OPM.gov

Follow us on LinkedIn | Twitter | YouTube

From: Hogan, Greg -@opm.gov>

Sent: Sunday, February 16, 2025 5:43 PM

To: Foster, Ozie L. -@opm.gov>; Price, MC -@opm.gov>

Cc: Ezell, Charles E. -@opm.gov>

Subject: Re: Getting DoGE Engineers access

OPM-000023



Case 1:25-cv-01237-DLC  Document 78-2  Filed 04/23/25 Page 24 of 198

Thank you for the quick response!
Canyou give me the list of people who did have access and we revoked their access?
Also, canyou tell me if | have access?

Greg

From: Foster, Ozie L. |}l @opm.gov>

Sent: Sunday, February 16, 2025 4:48 PM

To: Hogan, Greg <}l @ opom.gov>; Price, MC | @ opm.gov>
Cc: Ezell, Charles E._@opm.gov>

Subject: Re: Getting DoGE Engineers access

Yes. All access is disabled/removed, verified users never logged in for EHRI and eOPF.

Thank you,

Ozie Foster

Supervisory IT Specialist

U.S. Office of Personnel Management

OCIO, Federal Information Technology Business Solutions

@7 BRI

OPM.gov

Follow us on LinkedIn | Twitter | YouTube

From: Hogan, Greg <}l @ opm.gov>

Sent: Sunday, February 16, 2025 4:26:22 PM

To: Price, MC <}l @ opm.gov>; Foster, Ozie L. ||| @ oo .gov>
Cc: Ezell, Charles E._@opm.gov>

Subject: Re: Getting DoGE Engineers access

Did we follow up on ©PM-5 OPM-3 5,4 OPM-4? Sorry if | missed it.

Greg

From: Price, MC <}l @ o0 gov>

Sent: Thursday, February 6, 2025 10:28 PM

To: Foster, Ozie L. -@opm.gov>
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Cc: Hogan, Greg -@opm.gov>; Ezell, Charles E. -@opm.gov>

Subject: Re: Getting DoGE Engineers access

Thx Ozie!!

On Feb 6, 2025, at 10:04 PM, Foster, Ozie L. _@opm.gov> wrote:

Good evening, everyone

OPM-6 33d OPM-2 accounts have been disabled for both EHRI DW [on prem]
and eOPF [on prem Oracle & Azure SQL]. Also OPS verification that accounts
were never used.

I will verify account status for OPM-5 OPM-3 '3/, OPM-4 i the AM but I'm sure
it’s the same of unused.

Thank you,

Ozie Foster

Supervisory IT Specialist

U.S. Office of Personnel Management
OCIO, Business Applications Services

7o
I oo cov
OPM.gov

<Image.png>

Follow us on LinkedIn | Twitter | YouTube

From: Price, MC |||l @ opm.gov>

Sent: Thursday, February 6, 2025 7:44 PM

To: Hogan, Greg_@opm.gov>

Cc: Ezell, Charles E. <}l @ oom.gov>; Foster, Ozie L.

B - oo o>

Subject: Re: Getting DoGE Engineers access

+Ozie
Greg,

OPM-6 3nd OPM-2 had access to €OPF/eHRI but never logged in. OPM-4 never
completed the process to get access.
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Ozie will get them removed tomorrow morning.

Thx, MC

On Feb 6, 2025, at 6:10 PM, Hogan, Greg -@opm.gov>
wrote:

MC:

I will get back to you tomorrow on your list below. Inthe mean
time, we have never needed access to ERHI/eOPF so if any
access was granted there it can be removed immediately, and
your DBAs can have their access back immediately, too.

Greg

From: Price, MC <}l @ opr.gov>

Sent: Thursday, February 6, 2025 5:33 PM

To: Hogan, Greg -@opm.gov>
Cc: Ezell, Charles E. |||l @ oo .gov>

Subject: RE: Getting DoGE Engineers access

| will check, however, | believe the folks listed below have full Production
access to OPM.gov, USAJOBS, USA Staffing and USA Performance, to our
Azure landing zones, and to Akamai portal.

Do you want to remove them? And if so, do you want to return our OCIO
folks to their original permissions?

MC

From: Hogan, Greg_@opm.gov>

Sent: Thursday, February 6, 2025 5:27 PM

To: Price, l\/IC_@opm.gov>
Cc: Ezell, Charles E. -@opm.gov>

Subject: Re: Getting DoGE Engineers access

Can someone share with me what access is still set up that was
in response to the below email chain?

OPM-000026
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Based on the below email chain, it looks like this is the list of
people that may have been granted access to certain systems:

OPM-6 @opm.gov
OPM-2 @opm.gov
OPM-4  @opm.gov

OPM-5 @opm.gov

OPM-3 @opm.gov

I want to start unwinding peoples access if itis currently
unnecessary.

Greg

From: Ezell, Charles E. |}l @cnom.gov>

Sent: Monday, January 27, 2025 5:29 PM

To: ScalesOLD, Amanda <}l @com.gov>; OPM-6
@opm.gov>; Hogan, Greg -@ogm.gov>; OPM-7

OPM-6, OPM-7
I oo oo

Subject: Fw: Getting DoGE Engineers access

Apologies | should’ve copied you all on this when | sent it.

.ce

Chuck Ezell
Acting Director

U.S. Office of Personnel Management
0: (478
C: (478)

@OPM.gov

OPM.gov

From: Ezell, Charles E. - opm.gov>

Sent: Monday, January 27, 2025 5:03 PM

To: Price, MC |}l @20 cov>

Subject: Re: Getting DoGE Engineers access

Yep, | understand. They won’t have a lot of time to go through a lot of
presentations on what the systems are and what the program officers feel
about the programs, etc. You understand.... Bu it there is an architecture
level engineering perspective that could be shared that might be helpful if
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it could be done at some point.

OPM-6 @opm.gov
OPM-2 (@opm.gov
OPM-4 @opm.gov

.ce

Chuck Ezell
Acting Director

U.S. Office of Personnel Management

0: (478)
c: (478)

@OPM.gov
OPM.gov

From: Price, MC <}l @cpm.gov>

Sent: Monday, January 27, 2025 4:32:04 PM

To: Ezell, Charles E. ||| @com.2ov>

Subject: RE: Getting DoGE Engineers access

Sure, just send me a list of names and we’ll give them access and
hook them up with the folks that can give them the deep
dive/documentation on the Apps.

I’m assuming these engineers have GFE/PIVs or will get them soon?

One note, some of the HI systems we simply host and do not have the
dev access....those devs live in HI.

MC

From: Ezell, Charles E.
Sent: Monday, January 27, 2025 4:20 PM
To: Price, MC opm.gov>
Subject: Getting DoGE Engineers access

opm.gov>

MC,

We are rapidly ramping up some engineers here. To accomplish
this goal, these engineers need the following items urgently,
starting with a short list of all the systems OPM operates and
manages.
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Right now we don’t have immediate plans to change anything but
if we need to we might need to move quickly.

For each computer system, (whewe need:

* Code read and write permissions

* Deploy ability Octopus deploy

* Monitoring dashboards (e.g. displaying success rates, volume of
traffic)

» Documentation (e.g. test and deploy instructions, system
diagrams)

* The on-call rotation for the system

* Names of all engineers deeply familiar with the system

» Names of all product/project managers deeply familiar with the
system

* Ability to access the system as a regular user (e.g. hiring
manager and onboarding user for USA Staffing)

* Ability to access the system as an admin user

Prioritize USA Staffing, USAJOBS, and EHRI.

Again we don’t have any immediate plans for new engineers to
make direct changes to any of these systems.

I’ll get you the list of Engineers but I think ©PM-5 3nd OPM-3

have already been setup with some access.

Thank you

.CC

Chuck Ezell
Acting Director

U.S. Office of Personnel Management
0: (478)
C: (478)

@OPM.gov

OPM.gov

OPM-000029
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From: Pinto, Delon G. F.
To: Rowell, Danielle R
Cc: Hogan, Greg; Saunders, James L; Muetzel, James
Subject: RE: Internal User Access Audit
Date: Tuesday, February 18, 2025 4:00:37 PM
Attachments: image002.png

image003.png

Good afternoon,

I'm confirming that FLTCIP and FSAFEDS do not have internal OPM user accounts. Let me know if you
need anything else.

Best,
Delon

From: Rowell, Danielle R _@opm.gov>

Sent: Tuesday, February 18, 2025 1:01 PM
To: CISO [l @opm.gov>
Cc: Hogan, Greg -@opm.gov>; Saunders, James L_@opm.gov>; OCIO-
Leadership_@opm.gov>

Subject: RE: Internal User Access Audit

Good Afternoon,

Thank you for responding to the initial audit call. In addition to the original ask, we’re asking
that you please provide the Cybersecurity Division with evidence of the system account
approvals for all internal OPM user accounts created since 1/20/2025 until 2/12/25 (Please
use list of already identified users). As the System Owner responsible for approving OPM
information system access, please provide the formal approval artifact for all internal OPM
accounts created during this timeframe.” Allresponses are due by 2/20/2025.

Example Artifacts:
1. Email request from user and approval.
2. Emailrequest to helpdesk with approval from supervisor.
3. Azure access packages approvals.
4. Other.

Account Creation Artifacts

Thanks!

Danielle Rowell
OPM.gov

2]
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Follow us on LinkedIn | Twitter | YouTube

From: Rowell, Danielle R
Sent: Wednesday, February 12, 2025 4:27 PM
To: CISO i @com gov>
Cc: Hogan, Greg -@opm.gov>; Saunders, James L _@opm.gov>; OCIO-
Leadership || GGG 2o co>

Subject: Internal User Access Audit
Importance: High

Good Evening,

As requested by the OPM CIO, the Cybersecurity Division is conducting a review of all internal
OPM user accounts created between 1/20/2025 and 2/12/25 As the System Owner
responsible for approving access to an OPM information system, please provide the following
information. All responses are due by 2/17/25.

Account Creation Audit

Employee Name
Account Username
System Name
Date Created

Please provide questions to-@o;:_)m.gov.

Thanks!

Danielle Rowell
Acting Chief Information Security Officer, Cybersecurity Division

U.S. Office of Personnel Management
Office of the Chief Information Officer

2]

Follow us on LinkedIn | Twitter | YouTube

Isaiah 41:10
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Account Creation Audit Between 1/20/25 - 2/12/2025

Name Account Username System Name Date Created Date Removed Admin Access Login Yes/No
[OPM-3] \mcn\app\MGA\Users\[OPM-3] APP.mcn Domain 1/20/20253:46:12 PM
[OPM-3] [OPM-3]@opm.gov Azure DevOps 1/21/2025
[OPM-3] \mcn\cld\MGA\Users\[OPM-3] CLD.mcn Domain 1/20/20253:38:26 PM
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
[OPM-3] [OPM-3]@opm.gov Az.cio.entralD.PowerBIAdmin) 1/20/2025
[OPM-3] [OPM-3]@opm.gov USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/20/2025
[OPM-3] [OPM-3]@opm.gov Web Admin 1/20/2025
[OPM-16] [OPM-16]@opm.gov USA Performance - Office of the Director 1/31/2025
[Amanda Scale \mcn\cld\MGA\Users\Amanda Scale CLD.mcn Domain 1/20/20253:30:19 PM
Amanda Scales amanda.scales@opm.gov Agency Talent Portal 1/21/2025
Amanda Scales \mcn\app\MGA\Users\Amanda Scales APP.mcn Domain 1/20/20253:43:44 PM
Amanda Scales \men\cld\MGA\Users\Amanda Scales CLD.mcn Domain 1/20/20254:30:19 PM
Amanda Scales adscales@opm.gov 0D Reports : New Hire Daily Tracker Power BI - USADATA 1/31/2025
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
Amanda Scales adscales@opm.gov [OPMData / USADATA] 2/3/2025
Amanda Scales amanda.scales@opm.gov USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/20/2025
Amanda Scales Amanda.Scales@opm.gov Web Admin 1/20/2025
[PI] [PI] ESCS 2/11/2025
[OPM-9] [OPM-9]@opm.gov OD Reports : New Hire Daily Tracker Power BI - USADATA 2/4/2025
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[oPM-9] [OPM-9]@opm.gov [OPMData / USADATA] 2/4/2025
[OPM-9] [OPM-9]@opm.gov USA Performance - Office of the Director 1/31/2025
[OPM-2] [OPM-2]_opmgov GitHub Enterprise 1/28/2025
[OPM-7] [OPM-7]_opmgov GitHub Enterprise 1/20/2025
[OPM-7] [OPM-7]@opm.gov USA Performance - U.S. Office of Personnel Management 1/20/2025
[OPM-3] [OPM-3]_opmgov GitHub Enterprise 1/20/2025
[0PM-3] [OPM-3]@opm.gov USA Performance - U.S. Office of Personnel Management 1/20/2025
[PI] [PI] USA Performance - Office of the Director 1/31/2025
P11} [P} STAMP 1/27/2025
[OPM-7] \mcn\app\MGA\Users\[OPM-7] APP.mcn Domain 7 PM
[OPM-7] \mcn\cld\MGA\Users\[OPM-7] CLD.men Domain :37:48 PM
[OPM-7] [OPM-7]@opm.gov USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/20/2025
[OPM-7] [OPM-7]@opm.gov Web Admin 1/20/2025
Charles Ezell \mcn\app\MGA\Users\Charles Ezell APP.mcn Domain 1/20/20253:46:34 PM
Charles Ezell \mcn\cld\MGA\Users\Charles Ezell CLD.mcn Domain 1/20/20253:41:54 PM
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Charles Ezell charles.ezell@opm.gov Az.cio.entralD.PowerBIAdmin) 1/20/2025
Charles Ezell charles.ezell@opm.gov USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/20/2025
Charles Ezell Charles.Ezell@opm.gov Web Admin 1/20/2025
[PI] [PI] Postal Reform 1/27/2025
0] 0] DFS 1/22/2025
[PI] [PI] ARS (DCCS) 2/5/2025
0] [P} ARS (DCCS) 2/6/2025
[PI] [PI] ARS (AVAS) 1/21/2025
0] 0] ARS (AVAS) 1/21/2025
[PI] [PI] ARS (AVAS) 1/21/2025
[P} 0] ARS (AVAS) 1/22/2025
[PI] [P1] ARS (AVAS) 1/23/2025
(P11} (0] BFMS (FMCD 2812) 1/22/2025
[P1] (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/22/2025
P11} (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/22/2025
[PI] (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/22/2025
P11} (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/23/2025
Pl (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/23/2025
(Pl (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/23/2025
P (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/23/2025
(Pl [(PI] BFMS (FMCD 2812) 1/23/2025
P (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/23/2025
0] (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/23/2025
P (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/24/2025
0] (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/28/2025
P (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/28/2025
0] (HB Carrier - RACF IDs) BFMS (FMCD 2812) 1/28/2025
P (D] ARS (DCCS) 1/31/2025
0] 0] ARS (AVAS) 2/6/2025
Pl [ ARS (DCCS) 2/10/2025
P11 0] ARS (DCCS) 2/10/2025
Pl (D] ARS (DCCS) 2/10/2025
P11 0] ARS (DCCS) 2/10/2025
P (D] CIITAR 1/21/2025
P11 0] CITAR 1/21/2025
Pl (D] CIITAR 1/30/2025
[PII) (0] CIITAR 2/12/2025
P (D] USA Performance - CFO - Budget 1/24/2025
[PI] 0] USA Performance - CFO - Budget 1/24/2025
[P (D] USA Performance - CFO - Budget 1/24/2025
[P (D] USA Performance - CFO - Budget 1/24/2025
PI] [ USA Performance - CFO - Chief Financial Officer 1/24/2025
[PI] 0] USA Performance - CIO - Chief Technology Officer 1/24/2025
[P [ USA Performance - CIO - Chief Technology Officer 1/24/2025
[PII] (D] USA Performance - CIO - FITBS - Hiring Systems 1/24/2025
[P [ USA Performance - CIO - FITBS - HR Solutions IT PMO 1/24/2025
[PII] (D] USA Performance - CIO - FITBS - Recruitment Systems 1/24/2025
Pl [ USA Performance - CIO - FITBS - Recruitment Systems 1/24/2025
[PI] (D] USA Performance - CIO - FITBS - Recruitment Systems 1/24/2025
[PI] P USA Performance - CIO - FITBS - Systems Capacity 1/24/2025
[P (D] USA Performance - CIO - FITBS - Systems Capacity 1/24/2025
[P1) 0] USA Performance - CIO - FITBS - Systems Capacity 1/24/2025
[P (D] USA Performance - CIO - ITS - IT Security Management 1/24/2025
[PI1] [P} USA Performance - CIO - ITS - Security Operations Center 1/24/2025
P (D] USA Performance - CIO - RM - Resource Management 1/24/2025
USA Performance - FSEM - Facilities, Security & Emergency Mgmt -
[PII] P Emergency Management 1/24/2025
USA Performance - HCDMM - Human Capital Data Management & Moderniz -
[PII] (D] Data Support and Analysis 1/24/2025
[PI] [PH] USA Performance - HI - Healthcare & Insurance - Actuaries 1/24/2025
[PII] (D] USA Performance - HI - Healthcare & Insurance - Actuaries 1/24/2025
USA Performance - HI - Healthcare & Insurance - Audit Resolution &
[PII] (2] Compliance 1/24/2025
[PI] [PH] USA Performance - HI - Healthcare & Insurance - Disputed Claims 1/24/2025
P (D] USA Performance - HI - Healthcare & Insurance - Disputed Claims 1/24/2025
[PI] [P} USA Performance - HI - Healthcare & Insurance - Disputed Claims 1/24/2025
[P (D] USA Performance - HI - Healthcare & Insurance - FEHB 3 1/24/2025
P P USA Performance - HI - Healthcare & Insurance - Life and Ancillary Benefits 1/24/2025
USA Performance - HI - Healthcare & Insurance - Operations and Resource
[PI] [ Management 2/7/2025
USA Performance - HI - Healthcare & Insurance - Program Analysis &
[P P Development 1/24/2025
(PII] (P USA Performance - HI - Healthcare and Insurance 1/24/2025
[P P USA Performance - HI - PSIO 1 1/24/2025
[p11) [0} USA Performance - HRS - Applied Analytics Branch 1/24/2025
G} [PII] USA Performance - HRS - Enterprise Leadership Solutions 1/24/2025
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Employee Name
[P11]
[P1]

[PIl]

[PI]

[PIl]

[PI]
[0PM-4]
[PI]

[pi]

[PI1]

[pi]

[PI]

[pil]
[0PM-15]
[0PM-4]
[0PM-12]
[0PM-11]

[0PM-4]
[0PM-4]
[0PM-4]

[0PM-4]
[0PM-4]
[0PM-4]
[OPM-14]
[pi]
Ezell, Charles E.
[GD]
[PIl]
[pi]
[PIl]
[pil]
[PIl]
[Pil]
[PIl]
[Pil]
[PIl]
[Pil]
[PIl]
[piN]
[PIl]
[PIl]
[PIl]
[P
[PIl]
[P
[OPM-5]
[OPM-5]

[OPM-5]

[OPM-5]
[OPM-5]
[OPM-5]
Greg Hogan
Greg Hogan
[P

[0}

[P

[0}

[P

P

P

Greg Hogan
[P

Greg Hogan
Greg Hogan

Greg Hogan

Greg Hogan
Greg Hogan
Greg Hogan
Hogan, Greg
Hogan,Greg
[0PM-8]

[0PM-8]
[0PM-8]
[OPM-5]
[0PM-5]
[pi]
[PI]
[Pi]
[PI]
[Pi]
[PI]
[0PM-17]
[0PM-6]
[OPM-6]
[PI]
[Pi]
[OPM-6]

[oPM-6]
[oPM-6]
[oPM-6]

[OPM-6]
[OPM-6]
[oPM-6]
[oPM-18]
[oPM-18]
G0}

G0}
[OPM-6]
[P}
[OPM-6]
[oPM-10]

Account Username
[PI)
[Pi]

[PIl]

[PI]

[PIl]

[PI]
[OPM-4]@0pm.gov
[Pi]

[pi]

[PI]

[pi]

[P1]

[pil]
[OPM-15]@opm.gov
\men\cld\MGA\Users\[OPM-4]
[OPM-12]@opm.gov
[OPM-11]@opm.gov

[OPM-6]@0pm.gov
[OPM-6]@0pm.gov
[OPM-6]@0pm.gov

[OPM-6]@0pm.gov
[OPM-6]@opm.gov
[OPM-6]@0pm.gov
[OPM-14]@opm.gov

G}

Charles.Ezell@opm.gov

G}

[P}

[pin)

[pi)

G0}

[pi)

G0}

[pi)

G0}

[pi)

G0}

[P

[P}

[pi)

[P}

[P

[P

[pi]

[P
\mcn\app\MGA\Users\[OPM-5]
\men\cld\MGA\Users\[OPM-5]

[OPM-5]@opm.gov

[OPM-5]@opm.gov
[OPM-5]@opm.gov
[OPM-5]@opm.gov
\mcn\app\MGA\Users\Greg Hogan
Greg.Hogan@opm.gov

[P

[0}

P

[0}

[0}

P

[P

\mcn\cld\MGA\Users\Greg Hogan
[P

Greg.Hogan@opm.gov
Greg.Hogan@opm365.onmicrosoft.com

greg.hogan@opm.gov

greg.hogan@opm.gov
greg.hogan@opm.gov
Greg.Hogan@opm.gov
Greg-Hogan_opmgov
Greg.Hogan@opm.gov
[OPM-8]@0pm.gov

[OPM-8]@opm.gov
[OPM-8]@opm.gov
[OPM-5]_opmgov
[OPM-5]@opm.gov
G}

[pin)

[pin)

G0}

[pin)

[pi)
[OPM-17]@opm.gov
[OPM-6]@opm.gov
\men\cld\MGA\Users\[OPM-6]
G0}

[pin)
[OPM-6]@opm.gov

[OPM-6]@opm.gov
[OPM-6]@opm.gov
[OPM-6]@opm.gov

[OPM-6]@opm.gov
[OPM-6]@0pm.gov
[OPM-6]@opm.gov
[OPM-18]@opm.gov
[OPM-18]@opm.gov
[pin)

[P}
[OPM-6]@opm.gov
[P
[OPM-6]@0pm.gov
[OPM-10]@opm.gov

System Name
USA Performance - HRS - Federal Classification Center
USA Performance - MSAC - ACE Western

USA Performance - MSAC - Merit System Accountability and Compliance
USA Performance - OCHCO - Executive Resources

USA Performance - OCHCO - Talent Acquisition A

USA Performance - OCR - Office of Civil Rights

USA Performance - U.S. Office of Personnel Management

USA Performance - Office of Communications

USA Performance - Office of Exec Sec & Privacy & Info Management
USA Performance - Office of Exec Sec & Privacy & Info Management
USA Performance - Office of Exec Sec & Privacy & Info Management
STAMP

USA Performance - OGC - General Counsel

USA Performance - Office of the Director

CLD.mcn Domain

USA Performance - Office of the Director

USA Performance - Office of the Director

OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[OPMData / USADATA]

OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Az.cio.entralD.PowerBIAdmin)

OPM Data : Electronic Official Personnel Folder (eOPF) -
DEV/TST/QA/TRN/PRD

OPM Data : Enterprise Human Resources Integration (EHRI) -
Dev/TST/QA/PRD

USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD

Web Admin

USA Performance - Office of the Director

USA Performance - OGC - Comp, Ben, Prod & Sves

STAMP

USA Performance - OGC - Merit Sys & Accountability

USA Performance - OIG - Information Sys Audits Grp

USA Performance - OSI - Office of Strategy and Innovation (OSI)
USA Performance - RS - Branch 1

USA Performance - RS - Branch 1

USA Performance - RS - Branch 1

USA Performance - RS - Branch 2

USA Performance - RS - Branch 3

USA Performance - RS - Branch 3

USA Performance - RS - Branch 3

USA Performance - RS - Imaging/Central

USA Performance - RS - Retirement Benefits

USA Performance - RS - Retirement Claims 6

USA Performance - RS - Retirement Services System Support

USA Performance - RS - RIO 10

USA Performance - RS - RIO 6

USA Performance - RS - RIO 7

USA Performance - SuitEA - Policy & Strategy

USA Performance - SuitEA - Policy & Strategy

APP.mcn Domain

CLD.mcn Domain

OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[OPMData / USADATA]

OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Az.cio.entralD.PowerBIAdmin)

USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD

Web Admin

APP.mcn Domain

Azure DevOps

USA Performance - WP! - Central Region

USA Performance - WPI - Central Region

USA Performance - WP! - FEB - Field Operations

USA Performance - WPI - Forecasting and Methods

USA Performance - WPI - Hiring Policy (Staffing)

USA Performance - WP! - Resource Mgmt Grp

USA Performance - WPI - Western Region

CLD.mcn Domain

Agency Talent Portal

ITSP Project Intake app

ITSP Project Intake app

OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[OPMData / USADATA]

OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Az.cio.entralD.PowerBIAdmin)

USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD

Web Admin

GitHub Enterprise

USA Performance - U.S. Office of Personnel Management

0D Reports : New Hire Daily Tracker Power Bl - USADATA

OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[OPMData / USADATA]

USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD

GitHub Enterprise

USA Performance - U.S. Office of Personnel Management

STAMP

CLD.mcn Domain

APP.mcn Domain

APP.mcn Domain

CLD.mcn Domain

CLD.mcn Domain

USA Performance - Office of the Director

Agency Talent Portal

CLD.mcn Domain

CLD.mcn Domain

APP.mcn Domain

0D Reports : New Hire Daily Tracker Power Bl - USADATA

OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[OPMData / USADATA]

OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Az.cio.entralD.PowerBIAdmin)

OPM Data : Electronic Official Personnel Folder (eOPF) -
DEV/TST/QA/TRN/PRD

OPM Data : Enterprise Human Resources Integration (EHRI) -
Dev/TST/QA/PRD

USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD

Web Admin

STAMP

USA Performance - Office of the Director

ITSP Cloud Intake app

USA Performance - Office of Communications

Azure DevOps

FOIAXpress

USA Performance - U.S. Office of Personnel Management

USA Performance - Office of the Director

Date Created
1/31/2025
1/24/2025

1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/28/2025
1/24/2025
1/31/2025

2/7/2025
1/24/2025
1/31/2025
1/31/2025

2/7/2025

1/28/202511:39:49 AM
2/7/2025
2/7/2025

1/28/2025
1/28/2025
1/28/2025

1/28/2025
1/28/2025
1/28/2025

2/7/2025
1/24/2025
1/23/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025

1/20/20253:44:47 PM
1/20/20253:35:33 PM

1/28/2025

1/20/2025

1/20/2025

1/20/2025
1/20/20253:45:12 PM

1/27/2025

1/24/2025

2/7/2025

1/24/2025

1/24/2025

2/7/2025

1/23/2025

1/24/2025
1/20/20253:36:46 PM

1/24/2025

1/27/2025

2/6/2025

1/28/2025

1/20/2025
1/20/2025
1/20/2025
1/20/2025
1/20/2025

2/2/2025

2/3/2025
2/3/2025
1/20/2025
1/20/2025
1/31/2025
1/21/20253:10:22 PM
1/22/20258:36:39 AM
1/22/20258:38:57 AM
1/22/20258:40:16 AM
1/22/20258:41:06 AM
1/31/2025
1/31/2025
1/28/202511:39:00 AM
2/12/20257:08:50 AM
2/12/20257:11:04 AM
1/31/2025

1/28/2025
1/28/2025
1/28/2025

1/28/2025
1/28/2025
1/28/2025

2/3/2025
1/24/2025
1/23/2025
1/31/2025
1/29/2025

2/4/2025
1/28/2025

2/7/2025

Date Removed Admin Access Login Yes/No

2/6/2025

2/6/2025

2/6/2025

2/6/2025
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Employee Name
[Pi]

[0PM-2]

[P

[oPM-2]
[Pil]

[OPM-2]
[Pl
[PIl]
[Pl
[Pl
[Pl
[Pl
[Pl
[PIl]
[Pl

[OPM-2]
[P11]
[P11]
[P11]
[P11]
[P11]

[oPM-2]
[P
[P
[0PM-2]
[oPM-2]
[0PM-2]
Scale, Amanda
Scales, Amanda
Scales, Amanda
G0}
[pi
G0}
[pi)
G0}
[pi]
[pin
[P
[pi
[P
(G0}
[P
G0}
[P
G0}
[P
G0}
[pi
G0}
i)
G0}
[pi)
G0}

[P}

[pin)

[P}

G0}

G}
[0PM-13]
[pin)

G0}

[pin)

[Pi)

Gl

(U]
(U]
(U]
[P11]
(U]
(P11]
(U]
(U]
[P1]
[P11]
(U]
[P11]
(1]

Account Username

[PI]
\mcn\cld\MGA\Users\[OPM-2]
[P

[OPM-2]@opm.gov
[Pl

[OPM-2]@opm.gov
[PI]
[PI]
[ZU)]
[PI]
[ZU)]
[PI]
[Pi]
[PI]
[Pi]

[OPM-2]@0pm.gov
[PIl]
[PIl]
[PIl]
[PIl]
[PIl]

[OPM-2]@opm.gov
(0]

[PI]
[OPM-2]@opm.gov
[OPM-2]@opm.gov
[OPM-2]@opm.gov
adscales@opm.gov
Amanda-Scales_opmgov
Amanda.Scales@opm.gov
0]

[PI]

0]

[Pi]

0]

[PI]

0]

[PI]

0]

[PI]

0]

[PI]

[P1]

[PI]

[P1]

[PI]

[P1]

[PI]

[P1]

[PI]

[PI]

[PI]

P

[0}

P

[}

[0}

[0}
[OPM-13]@opm.gov
[P1]

[P1]

[P1]

[P1]

System Name

GitHub Enterprise

CLD.mcn Domain

GitHub Enterprise

OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions
[OPMData / USADATA]

GitHub Enterprise

OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Az.cio.entralD.PowerBIAdmin)

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

GitHub Enterprise

OPM Data : Electronic Official Personnel Folder (eOPF) -
DEV/TST/QA/TRN/PRD

Carrier Connect

Carrier Connect

Carrier Connect

Engagement Tracking System

STAMP

OPM Data : Enterprise Human Resources Integration (EHRI) -
Dev/TST/QA/PRD

STAMP

STAMP

USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD
Web Admin

USA Performance - U.S. Office of Personnel Management
USA Performance - U.S. Office of Personnel Management
GitHub Enterprise

STAMP

STAMP

CLIA Tracking & CS Portal

CLIA Tracking & CS Portal

CLIA Tracking & CS Portal

CLIA Tracking & CS Portal

CXOne

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

USA Performance - Office of the Director

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

USA Performance - Office of the Director

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

STAMP

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Azure DevOps

Federal Disputed Claims (FDC)

Federal Disputed Claims (FDC)

ESCS

USA Performance - Office of the Director

ESCS

ESCS

ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
ARS (ORION) - Access for this system is handled by RS
SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

SCRD - Access for this system is handled by RS

1/21/2025

1/28/202511:39:25 AM

1/31/2025

1/28/2025
1/31/2025

1/28/2025
1/22/2025
1/22/2025
1/22/2025
1/31/2025
1/31/2025
1/21/2025
1/31/2025
1/22/2025
1/22/2025

1/28/2025
2/7/2025
1/23/2025
2/7/2025
2/3/2025
1/23/2025

1/28/2025
1/23/2025
1/24/2025
1/28/2025
1/28/2025
1/28/2025
1/20/2025
1/20/2025
1/31/2025

2/3/2025
1/27/2025
1/27/2025
1/28/2025
1/28/2025
1/24/2025
1/21/2025
1/21/2025
1/21/2025
1/21/2025
1/21/2025
1/31/2025
1/21/2025
1/22/2025
1/22/2025
1/22/2025
1/22/2025
1/22/2025
1/22/2025
1/23/2025
1/23/2025
1/23/2025
1/23/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/24/2025
1/31/2025
1/27/2025
1/27/2025
1/28/2025
1/28/2025
1/29/2025
1/29/2025
1/31/2025
1/30/2025
1/31/2025
1/31/2025

2/3/2025

2/3/2025

2/3/2025

2/3/2025

2/4/2025

2/5/2025

2/5/2025

2/5/2025

2/7/2025

2/7/2025

2/7/2025
2/11/2025
2/11/2025
2/11/2025
2/12/2025
2/13/2025
2/10/2025
2/10/2025
1/20/2025
1/31/2025
2/11/2025
2/14/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
2/12/2025
1/21/2025
1/22/2025
1/29/2025
1/30/2025

2/3/2025

2/6/2025
2/11/2025
1/21/2025

2/6/2025

2/6/2025

2/13/2025

Date Removed Admin Access  Login Yes/No
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Date (UTC) Time Service
1/20/2025  22:07:44 Core Directory
1/20/2025  22:07:41 Core Directory
1/20/2025  22:07:11 Core Directory
1/20/2025  22:07:08 Core Directory
1/20/2025  21:17:04 Core Directory
1/20/2025  21:16:27 Core Directory
1/20/2025  21:15:25 Core Directory
1/20/2025  21:14:04 Core Directory
1/20/2025 21:12:20 Core Directory
1/20/2025  21:11:54 Core Directory
1/20/2025  20:37:35 Core Directory
1/20/2025  20:37:32 Core Directory
1/20/2025  20:37:32 Core Directory
1/20/2025  20:37:30 Core Directory
1/20/2025  20:37:29 Core Directory
1/20/2025 3 Core Directory
1/20/2025  20:36:32 Core Directory
1/20/2025  20:36:32 Core Directory
1/20/2025
1/20/2025
1/20/2025  20:35:15 Core Directory
1/20/2025  20:35:09 Core Directory
1/20/2025  20:35:02 Core Directory
1/20/2025  20:34:59 Core Directory
1/20/2025  20:34:57 Core Directory
1/20/2025  20:33:55 Core Directory
1/20/2025  20:33:54 Core Directory
1/20/2025  20:33:44 Core Directory
1/20/2025  20:33:43 Core Directory
1/20/2025  20:33:34 Core Directory
1/20/2025  20:31:16 Core Directory
1/20/2025  20:30:56 Core Directory
1/20/2025  20:30:54 Core Directory
1/20/2025  20:30:54 Core Directory
1/20/2025  20:30:52 Core Directory
1/20/2025  20:28:15 Core Directory
1/20/2025  20:28:06 Core Directory
1/20/2025  20:27:55 Core Directory
1/20/2025  20:27:53 Core Directory
1/20/2025  20:27:49 Core Directory
1/21/2025  23:58:32 Core Directory
1/21/2025  23:56:19 Core Directory
1/21/2025  23:56:04 Core Directory
1/21/2025  20:46:33 Core Directory
1/21/2025  20:44:55 Core Directory
1/21/2025  20:35:29 Core Directory
1/21/2025  19:17:53 Core Directory
1/21/2025  19:16:57 Core Directory
1/21/2025  18:40:05 Core Directory
1/21/2025  18:39:39 Core Directory
1/21/2025  18:38:55 Core Directory
1/21/2025  18:38:53 Core Directory
1/21/2025  18:38:08 Core Directory
1/21/2025  18:37:57 Core Directory
1/21/2025  18:36:36 Core Directory
1/21/2025  18:35:46 Core Directory
1/21/2025  18:35:34 Core Directory
1/21/2025  18:35:05 Core Directory
1/21/2025  18:34:05 Core Directory
1/21/2025  18:32:51 Core Directory
1/21/2025  18:15:45 Core Directory
1/21/2025  17:41:09 Core Directory
1/21/2025  17:41:03 Core Directory
1/21/2025 16:27:00 Core Directory
1/21/2025 16:22:32 Core Directory
1/21/2025  15:19:14 Core Directory
1/21/2025  15:19:14 Core Directory
1/21/2025  14:44:52 Core Directory
1/21/2025  14:40:03 Core Directory
1/21/2025  14:34:32 Core Directory
1/21/2025  14:34:32 Core Directory
1/21/2025  14:32:43 Core Directory
1/21/2025  14:32:43 Core Directory
1/21/2025  14:19:51 Core Directory
1/21/2025  14:16:10 Core Directory
1/21/2025 13:59:11 Core Directory
1/21/2025  13:58:51 Core Directory
1/21/2025  13:38:52 Core Directory
1/21/2025  13:35:53 Core Directory
1/21/2025  13:18:59 Core Directory
1/21/2025  13:18:41 Core Directory
1/21/2025  8:59:47 Core Directory
1/21/2025  8:59:29 Core Directory
1/21/2025 8 Core Directory
1/21/2025  8:59:08 Core Directory
1/21/2025  8:58:35 Core Directory
1/21/2025  8:57:43 Core Directory
1/21/2025 8
1/21/2025 8
1/21/2025 8
1/21/2025 8
1/21/2025 8 Core Directory
1/21/2025 8 4 Core Directory
1/21/2025 8
1/21/2025 8
1/21/2025 8
1/21/2025 8
1/21/2025  3:20:38 Core Directory
1/21/2025 3 Core Directory
1/21/2025  3:02:58 Core Directory
1/21/2025 3 Core Directory
1/21/2025  3:01:43 Core Directory
1/21/2025
1/21/2025
1/21/2025
1/22/2025  22:45:43 Core Directory
1/22/2025  22:45:43 Core Directory
1/22/2025  22:45:41 Core Directory
1/22/2025  22:45:41 Core Directory
1/22/2025  22:45:40 Core Directory
1/22/2025  22:45:40 Core Directory
1/22/2025  22:45:40 Core Directory
1/22/2025  22:45:39 Core Directory
1/22/2025  22:45:37 Core Directory
1/22/2025  22:45:36 Core Directory
1/22/2025  22:45:36 Core Directory
1/22/2025  22:00:25 Core Directory
1/22/2025  21:59:41 Core Directory
1/22/2025 21:52:24 Core Directory
1/22/2025 Core Directory
1/22/2025 2 Core Directory
1/22/2025 21:52:22 Core Directory

Category
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group
Remove member from group
Add member to group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group
Add member to group
Add member to group
Add member to group
Add member to group

ActorDisplayName

Target1UserPrincipalName

Azure AD Identity Governance - Directory Greg.
Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory Greg.

Azure AD Identity Governance - Directory Charles. pm.gov
Azure AD Identity Governance - Directory Charles. pm.gov
Azure AD Identity Governance - Directory Charles. pm.gov
Azure AD Identity Governance - Directory Charles. pm.gov
Azure AD Identity Governance - Directory Charl pm.gov
Azure AD Identity Governance - Directory Charles. pm.gov
Azure AD Identity Governance - Directory Greg.

Azure AD Identity Governance - Directory Management [0PM-7)@opm gov
Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory Amanda. 0pm.gov
Azure AD Identity Governance - Directory Greg

Azure AD Identity Governance - Directory Management [0PM-7)@opm gov
Azure AD Identity Governance - Directory Amanda. 0pm.gov
Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory Management [0PM-7)@opm gov
Azure AD Identity Governance - Directory Greg

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory Greg.

Azure AD Identity Governance - Directory Management [0PM-7)@opm gov
Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-7)@opm gov
[Pi
[Pi

Azure AD Identity Governance - Directory

[0PM-5]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management

[0PM-3]
[0PM-7)@opm gov

Azure AD Identity Governance - Directory

[0PM-5]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Greg.
[Pi
[P
[P
[Pi
[P

[Pi
[Pi
[Pi
[P
[P
[Pi
[0}
[Pi
[P
[P
[PI
[Pi
[Pi
[Pi
[Pi

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Greg.
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[P
[P
[Pi
[Pi
[P
[Pi
[Pi
[P
[P
[Pi
[Pi
[Pi
[Pi
[P
[P
[P
[0}
[P
[P
[P
[P
[P
[P

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-3]
D]
(P11
D]
(P11

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management

[0PM-3]
D]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory

[0PM-3]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Greg.
[0PM-7)@opm gov
[0PM-7)@opm gov

Azure AD Identity Governance - Directory Amanda
Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory [0PM-5]

Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory Amanda. opm.gov
Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory Greg.

Azure AD Identity Governance - Directory Greg.

Azure AD Identity Governance - Directory Charl pm.gov
Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory [0PM-3]

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-7)@opm gov
[PI]

Target1ModifiedProperty2NewValue
"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"hrs-usaj-np-001.SubContributor”
"hrs-usaj-p-001.Contributor"
"hrs-usas-prd-001.Contributor.RBAC"
"hrs-usas-np-001.SubContributor”
"hrs-usap-np-001.Contributor”
"hrs-usap-p-001.Contributor"
001.Contributor”

"hrs-usaj-np-001.SubContributor”
"hrs-usaj-np-001.SubContributor”
"hrs-usaj-np-001.SubContributor”
"hrs-usaj-np-001.SubContributor”
"hrs-usaj-np-001.SubContributor”
"hrs-usap-p-001.Contributor"
"hrs-usap-p-001.Contributor"
"hrs-usap-p-001.Contributor"
"hrs-usap-p-001.Contributor"
"hrs-usap-p-001.Contributor"
"hrs-usap-np-001.Contributor”
"hrs-usap-np-001.Contributor”
"hrs-usap-np-001.Contributor”
"hrs-usap-np-001.Contributor”
"hrs-usap-np-001.Contributor"
"hrs-usas-np-001.Contributor.RBAC"
"hrs-usas-np-001.Contributor.RBAC"
"hrs-usas-np-001.Contributor.RBAC"
"hrs-usas-np-001.Contributor.RBAC"
"hrs-usas-np-001.Contributor.RBAC"
"hrs-usas-prd-001.Contributor.RBAC"
"hrs-usas-prd-001.Contributor.RBAC"
"hrs-usas-prd-001.Contributor.RBAC"
"hrs-usas-prd-001.Contributor.RBAC"
"hrs-usas-prd-001.Contributor.RBAC"

"AZ.OPM.KnowBe4.User"

"HRS — LAB — WIC Collaboration"

"ocfo-bms-p.Contributor.RBAC"
"ocfo-bms-p.Owner.RBAC"
"ocfo-bms-np.Contributor.RBAC"
"ocfo-bms-np.Owner.RBAC"
"CIITAR Application Users"
"CIITAR Application Users"
"CIITAR Application Users"

“rg-hrs-opf-dev-document-intelligence.RBAC"

"GHEC-OPM-OCIO-FITBS-HRSITPMO-USAData-Members"
"OPM-GHEC-User-Read"
"GHEC-OPM-OCIO-FITBS-HRSITPMO-USAData-Members"
"OPM-GHEC-User-Read"

“eid-eopf-helpdesk-footpri 0
pf-help P PPP;
“eid-eopf-helpdesk-footpri 0

pf-help P

"Az.0OPM.LearningConnection.Prod.User"

"AZ.OPM.KnowBe4.User"

"opm-AllEmailGov-p-01.Contributor.RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"AZServ-Support-Admin”
"OPM-GHEC-User-Read"
"GHEC-OPM-OD-Owners"
"OPM-GHEC-User-Read"
"OPM-GHEC-User-Read"
"GHEC-OPM-OD-Owners"
"OPM-GHEC-User-Read"
"GHEC-OPM-OD-Owners"
"GHEC-OPM-OD-Owners"
"OPM-GHEC-User-Read"
"GHEC-OPM-OD-Owners"
"GHEC-OPM-OD-Owners"
"ghec.emu.Enterprise.Owners"

"ghec.emu.Enterprise.Owners"
"ghec.emu.Enterprise.Owners"
"ghec.emu.Enterprise.Owners"
"ghec.emu.Enterprise.Owners"
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Date (UTC) Time Service Category Activity ActorDisplayName Target1UserPrincipalName Target1ModifiedProperty2NewValue
1/23/2025  16:38:59 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cto-digitalservices-np-01.Contributor. RBAC"
1/23/2025  16:02:49 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cto-digitalservices-np-01.Contributor. RBAC"
1/23/2025  16:02:22 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  16:02:21 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  16:02:20 Core Directory  UserManagement Update user Azure AD Identity Governance - Directory Management [G0] "AccountEnabled"

1/23/2025  16:02:20 Core Directory  UserManagement Disable account Azure AD Identity Governance - Directory Management [G0] "AccountEnabled"

1/23/2025  15:59:01 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management 0]

1/23/2025  15:58:55 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management 0] "0OCIO-STAMP-Users”

1/23/2025  15:12:46 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ Security-Operators”

1/23/2025  15:12:44 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZSecurity-Operators”

1/23/2025  15:10:09 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  15:09:37 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:57:22 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:56:59 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:56:35 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:55:59 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:55:35 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:55:08 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:53:14 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:52:38 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:51:56 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:49:31 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:47:43 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:45:45 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  14:44:33 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  13:49:21 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  13:34:01 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-opmdata-p-001.Reader"

1/23/2025  13:30:21 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  13:22:58 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx data.analyst.ehri"

1/23/2025  13:21:41 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2025  13:21:23 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx data.engineer.hbdp.postal.prd"
1/23/2025  13:21:23 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx data.engineer.hbdp.postal.prd"
1/23/2025  13:19:44 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.analyst.usadata.dev"
1/23/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.analyst.usadata.prod"
1/23/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.analyst.usadata.dev"
1/23/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/23/2025  9:22:29 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2005 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2025  9:18:39 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/23/2005 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management 0] "Az.0PM.LearningConnection.Prod.User"
1/23/2025  9:18:01 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/23/2005 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/23/2005 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/23/2005 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/23/2005 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2005 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/23/2025  9:16:02 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2025  9:15:38 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2005 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/23/2025  9:15:26 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/24/2025  22:08:20 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cto-digitalservices-np-01.Contributor. RBAC"
1/24/2025  21:52:43 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/24/2025  21:34:56 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.Box.SFT.AppUsers"

1/24/2025  21:22:12 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cto-digitalservices-np-01.0wner.RBAC"
1/24/2025  21:10:19 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/24/2025  21:10:17 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/24/2025  20:58:11 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "0OCIO-STAMP-Users”

1/24/2025  20:58:09 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "OCIO-STAMP-Users”

1/24/2025  18:31:54 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-opf-p-001.Contributor. RBAC"
1/24/2025 0 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usap-np-001.Reader"

1/24/2025 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usap-p-001.Reader"

1/24/2025 6 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "0OCIO-STAMP-Users"

1/24/2025  15:09:51 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "ocio-hcdmm-ai-np.Contributor.RBAC"
1/24/2025  15:09:22 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.CogServices-Al-Contributor-HCDMM"
1/24/2025  11:57:08 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.OPM.USAStaffingLMSUdutu. Prod.User"
1/25/2025  17:48:09 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/25/2025  17:28:07 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/25/2025  9:30:36 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025  9:30:19 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025  9:29:48 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management 0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [0PM-16]@opm.gov "AZ.OPM.KnowBed.User"

1/25/2025  9:26:26 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [OPM-16]@opm.gov "Az.0PM.LearningConnection.Prod.User"
1/25/2025 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management 0] "AZ.OPM.KnowBed.User"

1/25/2025  9:25:25 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/25/2025 9 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/27/2025  22:09:51 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management 0]

1/27/2025 22 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  22:08:21 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  22:06:59 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  22:06:20 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  22:05:59 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  21:06:27 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/27/2025  21:05:27 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/27/2025  20:34:09 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  20:30:24 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  20:28:21 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  20:25:33 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  20:25:30 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "eid-bsgportal-apppxy-users”

1/27/2025  19:21:14 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.Apptio.Cloudability. Admin"
1/27/2025  18:40:14 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/27/2025  18:28:57 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/27/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "0OCIO-STAMP-Users”

1/27/2025 GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  18:14:42 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  18:09:52 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  18:07:31 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  18:05:36 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  17:29:47 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "ocio-hcdmm-ai-np.Documentintelligence"
1/27/2025  17:27:04 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  17:26:53 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  17:09:39 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.OPM.USAStaffingLMS.Prod.User"
1/27/2025  16:17:47 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.USAPerformanceLMs. Prod. User"
1/27/2025  16:17:46 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.USAPerformanceLMs. Prod.User"
1/27/2025  15:53:41 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  15:52:32 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.hcdmm.rio.web.dev.businesssteward”
1/27/2025  15:50:48 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/27/2025  14:32:03 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

1/27/2025  14:27:46 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "eid-bsgportal-apppxy-users”

1/27/2025 14 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
1/27/2025 2 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

1/28/2025  22:34:41 Core Directory _ GroupManagement Add member to group Azure AD Identity Governance - Directory Management Greg.Hogan@opm365.onmicrosoft.com "AZ Global-Admin"
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Date (UTC)
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/28/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025

Time Service
21:57:26 Core Directory
21:21:00 Core Directory
21:20:59 Core Directory
21:20:59 Core Directory
21:20:19 Core Directory
21:20:07 Core Directory
21:20:00 Core Directory
21:14:28 Core Directory
21:14:27 Core Directory
21:14:27 Core Directory
21:10:18 Core Directory
21:10:13 Core Directory
21:10:13 Core Directory
21:10:13 Core Directory
21:10:12 Core Directory
21:05:38 Core Directory
21:05:37 Core Directory
21:05:36 Core Directory
21:05:36 Core Directory
21:05:33 Core Directory
21:05:33 Core Directory
20:53:13 Core Directory
19:58:51 Core Directory
19:48:19 Core Directory
19:48:11 Core Directory
19:48:08 Core Directory
19:47:35 Core Directory
19:47:32 Core Directory
19:47:32 Core Directory
19:45:54 Core Directory
19:45:54 Core Directory
19:45:52 Core Directory
19:40:27 Core Directory
19:40:16 Core Directory
19:40:15 Core Directory
19:39:26 Core Directory
19:39:20 Core Directory
19:39:19 Core Directory
19:38:34 Core Directory
19:38:34 Core Directory
19:38:33 Core Directory
19:20:46 Core Directory
18:51:09 Core Directory
18:27:24 Core Directory
18:27:23 Core Directory
18:27:22 Core Directory
18:15:58 Core Directory
18:15:50 Core Directory
18:15:44 Core Directory
18:15:42 Core Directory
16:22:51 Core Directory
16:22:47 Core Directory
16:22:46 Core Directory
16:22:44 Core Directory
16:17:16 Core Directory
16:17:16 Core Directory
16:17:16 Core Directory
16:17:16 Core Directory

:15 Core Directory

7:14 Core Directory

1 Core Directory

6:15 Core Directory

7 Core Directory

:05 Core Directory

15:44:43 Core Directory

15:44:41 Core Directory

15:44:39 Core Directory

15:44:04 Core Directory

15:43:48 Core Directory

15:43:46 Core Directory

15:43:46 Core Directory

15:43:15 Core Directory

15:42:53 Core Directory

15:42:48 Core Directory

15:42:42 Core Directory

15:42:16 Core Directory

15:42:11 Core Directory

15:41:11 Core Directory

15:41:10 Core Directory

15:41:07 Core Directory

15:40:10 Core Directory

15:40:06 Core Directory

15:40:06 Core Directory

15:39:33 Core Directory

15:39:32 Core Directory

15:38:57 Core Directory

15:29:30 Core Directory

15:29:30 Core Directory

15:29:28 Core Directory

15:29:28 Core Directory

8 Core Directory

Core Directory

6 Core Directory

15:29:24 Core Directory

13 Core Directory
13:03:23 Core Directory
13 Core Directory
13:03:22 Core Directory

5:05:57 Core Directory
5 Core Directory
0:30:54 Core Directory
0 Core Directory
0:30:18 Core Directory
0:30:15 Core Directory

23:03:33 Core Directory

22:35:01 Core Directory

22:34:50 Core Directory

Core Directory

Category
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
UserManagement

UserManagement

GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Disable account

Update user

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

ActorDisplayName

Target1UserPrincipalName

Azure AD Identity Governance - Directory Greg. .com
Azure AD Identity Governance - Directory [0PM-2]
Azure AD Identity Governance - Directory [0PM-6]
Azure AD Identity Governance - Directory [0PM-4]
Azure AD Identity Governance - Directory [0PM-2]
Azure AD Identity Governance - Directory [0PM-4]
Azure AD Identity Governance - Directory [0PM-6]
Azure AD Identity Governance - Directory Management [G0]
Azure AD Identity Governance - Directory Management [G0]
Azure AD Identity Governance - Directory Management [G0]
Azure AD Identity Governance - Directory [0PM-3]
Azure AD Identity Governance - Directory Amanda.
Azure AD Identity Governance - Directory [0PM-5]
Azure AD Identity Governance - Directory Greg.

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-7)@opm gov

[OPM-2]@opm.gov

[OPM-2]@opm.gov
i1

Target1ModifiedProperty2NewValue

"hrs-opf-np-001.Contributor.RBAC"
"hrs-opf-np-001.Contributor.RBAC"
"hrs-opf-np-001.Contributor.RBAC"
"hrs-opf-p-001.Contributor.RBAC"
"hrs-opf-p-001.Contributor.RBAC"
"hrs-opf-p-001.Contributor.RBAC"

"GitHub-Global-Owner"
"GitHub-Global-Owner"
"GitHub-Global-Owner"
"GitHub-Global-Owner"
"GitHub-Global-Owner"
"GitHub-Global-Owner"
"OPM-GHEC-User-Read"

Azure AD Identity Governance - Directory [oPm "GitHub-Global-Owner"

Azure AD Identity Governance - Directory [0PM-6] "OPM-GHEC-User-Read"

Azure AD Identity Governance - Directory [0PM-4] "GitHub-Global-Owner"

Azure AD Identity Governance - Directory [0PM-4] "OPM-GHEC-User-Read"

Azure AD Identity Governance - Directory Greg. i m "AZ.Global-Admin”

Azure AD Identity Governance - Directory Management [G0] "Az.0PM.CLDCentral.Prod.User"
Azure AD Identity Governance - Directory [0PM-4] "hrs-opmdata-ga-001.SubContributor.RBAC"
Azure AD Identity Governance - Directory [0PM-2] "hrs-opmdata-ga-001.SubContributor.RBAC"
Azure AD Identity Governance - Directory [0PM-6] "hrs-opmdata-ga-001.SubContributor.RBAC"
Azure AD Identity Governance - Directory [0PM-2] "hrs-opmdata-p-001.SubContributor"
Azure AD Identity Governance - Directory [0PM-6] "hrs-opmdata-p-001.SubContributor"
Azure AD Identity Governance - Directory [0PM-4] "hrs-opmdata-p-001.SubContributor”
Azure AD Identity Governance - Directory [0PM-4] "hrs-opmdata-001.Contributor"
Azure AD Identity Governance - Directory [0PM-2] "hrs-opmdata-001.Contributor"
Azure AD Identity Governance - Directory [0PM-6] "hrs-opmdata-001.Contributor"
Azure AD Identity Governance - Directory [0PM-6] "hrs-usad-p-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-2] "hrs-usad-p-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-4] "hrs-usad-p-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-2] "hrs-usad-ga-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-6] "hrs-usad-ga-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-4] "hrs-usad-ga-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-2] "hrs-usad-dev-001.Contributor. RBAC"
Azure AD Identity Governance - Directory [0PM-4] "hrs-usad-dev-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-6] "hrs-usad-dev-001.Contributor.RBAC"
Azure AD Identity Governance - Directory Greg. i m "AZ.Exchange-Admin"

Azure AD Identity Governance - Directory Management [G0] "AZ.Global-Admin"

Azure AD Identity Governance - Directory Management 0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory Management [G0] "ghec.emu.Enterprise.Owners"

Azure AD Identity Governance - Directory [0PM-6] "ghec.emu.Enterprise.Owners"
Azure AD Identity Governance - Directory Management [G0] "ghec.emu.Enterprise.Owners"

Azure AD Identity Governance - Directory [0PM-2] "ghec.emu.Enterprise.Owners"
Azure AD Identity Governance - Directory Management [G0] "ghec.emu.Enterprise.Owners"

Azure AD Identity Governance - Directory Management [G0] "ghec.emu.Enterprise.Owners"

Azure AD Identity Governance - Directory [0PM-4] "ghec.emu.Enterprise.Owners"
Azure AD Identity Governance - Directory Management [G0] "OPM Amazon Business - CIO"

Azure AD Identity Governance - Directory Management [G0] "OPM Amazon Business - OCFO"
Azure AD Identity Governance - Directory Management [G0]

Azure AD Identity Governance - Directory [0PM-4] "hrs-usaj-p-001.Contributor

Azure AD Identity Governance - Directory [0PM-6] "hrs-usaj-p-001.Contributor

Azure AD Identity Governance - Directory [0PM-2] "hrs-usaj-p-001.Contributor"

Azure AD Identity Governance - Directory Management [G0] "AZ.PSHB.CyberAdmin.UAT"

Azure AD Identity Governance - Directory [0PM-4] "hrs-usaj-np-001.SubContributor”
Azure AD Identity Governance - Directory [0PM-2] "hrs-usaj-np-001.SubContributor”
Azure AD Identity Governance - Directory [0PM-6] "hrs-usaj-np-001.SubContributor”
Azure AD Identity Governance - Directory Management [G0] "AZ.PSHB.CyberAdmin. DEV"

Azure AD Identity Governance - Directory Management [G0] "AZ.PSHB.CyberAdmin.PERF"

Azure AD Identity Governance - Directory [0PM-2] "hrs-usap-p-001.Contributor"

Azure AD Identity Governance - Directory Management [G0] "AZ.PSHB.CyberAdmin.SIT"

Azure AD Identity Governance - Directory [0PM-6] "hrs-usap-p-001.Contributor"

Azure AD Identity Governance - Directory [0PM-4] "hrs-usap-p-001.Contributor"

Azure AD Identity Governance - Directory [0PM-6] "hrs-usap-np-001.Contributor”

Azure AD Identity Governance - Directory [0PM-4] "hrs-usap-np-001.Contributor”

Azure AD Identity Governance - Directory [0PM-2] "hrs-usap-np-001.Contributor”

Azure AD Identity Governance - Directory [0PM-2] "hrs-usas-prd-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-4] "hrs-usas-prd-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-6] "hrs-usas-prd-001.Contributor.RBAC"
Azure AD Identity Governance - Directory [0PM-6] "hrs-usas-np-001.SubContributor”
Azure AD Identity Governance - Directory [0PM-4] "hrs-usas-np-001.SubContributor”

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[OPM-2]@opm.gov
[P
[P
[Pi
[Pi
[Pi
[P
[Piy
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi

Azure AD Identity Governance - Directory Management [G0]
Azure AD Identity Governance - Directory Management [G0]
Azure AD Identity Governance - Directory Management [G0]
Azure AD Identity Governance - Directory [0PM-5]
Azure AD Identity Governance - Directory Greg.
Azure AD Identity Governance - Directory [0PM-5]
Azure AD Identity Governance - Directory Greg.
Azure AD Identity Governance - Directory [0PM-6]

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

D]
(P11
D]

"hrs-usas-np-001.SubContributor”
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-retsys-np-001.Key.Vault.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"hrs-usal-np-001.Contributor.RBAC"
"AZ.OPM.BoX.SFT.AppUsers"

"AccountEnabled"
"AccountEnabled"
"hrs-opf-p-001.StorageBlobDataContributor.RBAC"
"AZ.Global.Reader.RBAC"
"AZ.Global.Reader.RBAC"
"AZ.AAD.GlobalReader"
"AZ.AAD.GlobalReader"
"AZ.AAD.GlobalReader"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"

OPM-000095
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Date (UTC) Time

1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025

Service
5 Core Directory
Core Directory

:33:45 Core Directory
Core Directory
22:33:44 Core Directory
22 Core Directory
22:32:56 Core Directory
22 Core Directory
22:32:56 Core Directory
22
22:
22
22
22 Core Directory
22:32:48 Core Directory
22:32:48 Core Directory
22:32:47 Core Directory
22:32:47 Core Directory
22 Core Directory
22:32:47 Core Directory
22:32:47 Core Directory
22:32:47 Core Directory
22:32:47 Core Directory
22:32:47 Core Directory
22
22:
22
22
22
22

Core Directory
6 Core Directory
22:32:45 Core Directory
22:32:45 Core Directory
21:57:46 Core Directory
21, Core Directory
21:57:46 Core Directory
21:57:45 Core Directory
21:57:45 Core Directory
21:57:45 Core Directory
21:57:45 Core Directory
21

21:57:44 Core Directory
Core Directory
21:57:44 Core Directory
Core Directory
21:57:44 Core Directory
Core Directory

21:57:44 Core Directory

:57:44 Core Directory
Core Directory
21:57:44 Core Directory
Core Directory
21:57:43 Core Directory
Core Directory
21:57:43 Core Directory

Core Directory
2 Core Directory
21:57:42 Core Directory
21:57:42 Core Directory
21:57:42 Core Directory
21 Core Directory

21:57:41 Core Directory
21:57:41 Core Directory
21:57:41 Core Directory
21:57:41 Core Directory
21:57:41 Core Directory

Core Directory
0 Core Directory
21:57:39 Core Directory
21:57:39 Core Directory
21:57:39 Core Directory
21 Core Directory
21:57:38 Core Directory
21:57:38 Core Directory
21:57:38 Core Directory
21:44:56 Core Directory
21:36:57 Core Directory

Core Directory
4 Core Directory

19:48:25 Core Directory
19 Core Directory
19:48:23 Core Directory
19 Core Directory
19:48:23 Core Directory
19:4; Core Directory
19:48:19 Core Directory

Category
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group

ActorDisplayName

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Target1UserPrincipalName
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[PI
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[PI
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[PI
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[0PM-2]@opm.gov

Target1ModifiedProperty2NewValue
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"
"AZ.PSHB.OPMAdmin SIT"

"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"

"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmin.SIT"
"AZ.PSHB.OPMAdmIn.SIT"
"AZ.PSHB.OPMAdmin.UAT"

"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"

"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UA"

i
"AZ.PSHB.OPMAdmin.UAT"

"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.U,

AT"
"AZ.PSHB.OPMAdmin.UAT"

"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"AZ.PSHB.OPMAdmin.UAT"
"Az.OPM.USAStaffingLMS.Prod.User"
"0OCIO-STAMP-Users"
"0OCIO-STAMP-Users”
"AZ.USAS-dev-dataplane-resources-Team"
"AZ.USAS-dev-controlplane-resources-Team"
"AZ.OPM Alfabet.Prod"

"AZ.OPM Alfabet.Prod"

"AZ.OPM Alfabet.Test"

"AZ.OPM Alfabet.Test"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.OPM.Dockerhub.User"
"AZ.0PM.Dockerhub.User"

"AZ.OPM Alfabet.Dev"

"AZ.OPM Alfabet.Dev"

OPM-000096
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Date (UTC) Time Service
1/29/2025  19:18:41 Core Directory
1/29/2025  19:18:37 Core Directory
1/29/2025  19:18:23 Core Directory
1/29/2025  19:18:21 Core Directory
1/29/2025  19:18:13 Core Directory
1/29/2025  19:18:09 Core Directory
1/29/2025  17:43:05 Core Directory
1/29/2025  17:30:52 Core Directory
1/29/2025  17:30:51 Core Directory
1/29/2025  17:30:51 Core Directory
1/29/2025  17:30:49 Core Directory
1/29/2025  17:30:49 Core Directory
1/29/2025  17:30:49 Core Directory
1/29/2025  17:30:49 Core Directory
1/29/2025  17:30:48 Core Directory
1/29/2025 7 Core Directory
1/29/2025 Core Directory
1/29/2025 7 Core Directory
1/29/2025  17:30:45 Core Directory
1/29/2025  17:30:44 Core Directory
1/29/2025  17:30:44 Core Directory
1/29/2025 17; Core Directory
1/29/2025  17:30:43 Core Directory
1/29/2025 17 Core Directory
1/29/2025  17:10:17 Core Directory
1/29/2025 17; Core Directory
1/29/2025  17:10:16 Core Directory
1/29/2025
1/29/2025
1/29/2025
1/29/2025
1/29/2025 Core Directory
1/29/2025 0 Core Directory
1/29/2025 :39 Core Directory
1/29/2025 1:38 Core Directory
1/29/2025 :38 Core Directory
1/29/2025  17:01:37 Core Directory
1/29/2025  17:01:37 Core Directory
1/29/2025  17:01:37 Core Directory
1/29/2025  15:02:33 Core Directory
1/29/2025 15; Core Directory
1/29/2025  15:02:23 Core Directory
1/29/2025  14:37:39 Core Directory
1/29/2025  14:37:36 Core Directory
1/29/2025  14:36:08 Core Directory
1/29/2025  14:36:00 Core Directory
1/29/2025  14:22:01 Core Directory
1/29/2025  14:20:22 Core Directory
1/29/2025
1/29/2025
1/29/2025  14:20:11 Core Directory
1/29/2025 9, Core Directory
1/29/2025  9:50:05 Core Directory
1/29/2025 9 Core Directory
1/29/2025  9:49:43 Core Directory
1/29/2025 9, Core Directory
1/29/2025  9:49:18 Core Directory
1/29/2025 9,

1/29/2025 9,

1/29/2025 9,

1/29/2025 9,

1/29/2025 9,

1/29/2025 9,

1/29/2025 9

1/29/2025 9,

1/29/2025 9,

1/29/2025 9,

1/29/2025  9:46:05 Core Directory
1/29/2025 9. Core Directory
1/29/2025  2:07:40 Core Directory
1/29/2025  2:07:09 Core Directory
1/30/2025  22:05:19 Core Directory
1/30/2025  19:14:29 Core Directory
1/30/2025  19:13:28 Core Directory
1/30/2025  17:47:00 Core Directory
1/30/2025  17:07:20 Core Directory
1/30/2025  17:02:34 Core Directory
1/30/2025  16:50:22 Core Directory
1/30/2025  16:50:06 Core Directory
1/30/2025  16:49:01 Core Directory
1/30/2025  16:18:29 Core Directory
1/30/2025  16:17:52 Core Directory
1/30/2025  14:49:27 Core Directory
1/30/2025  14:48:07 Core Directory
1/30/2025  14:43:50 Core Directory
1/30/2025  14:43:47 Core Directory
1/30/2025  14:43:45 Core Directory
1/30/2025  14:43:45 Core Directory
1/30/2025 :

1/30/2025

1/30/2025

1/30/2025  14:42:18 Core Directory
1/30/2025 8 Core Directory
1/30/2025 :18 Core Directory
1/30/2025 7 Core Directory
1/30/2025 :17 Core Directory
1/30/2025  14:42:17 Core Directory
1/30/2025  14:42:17 Core Directory
1/30/2025 14, Core Directory
1/30/2025  14:42:17 Core Directory
1/30/2025 Core Directory
1/30/2025  14:42:16 Core Directory
1/30/2025

1/30/2025

1/30/2025

1/30/2025

1/30/2025 Core Directory
1/30/2025  14:42:16 Core Directory
1/30/2025  14:42:16 Core Directory
1/30/2025 5 Core Directory
1/30/2025 :15 Core Directory
1/30/2025 Core Directory
1/30/2025  14:42:15 Core Directory
1/30/2025  14:42:15 Core Directory
1/30/2025  14:42:15 Core Directory
1/30/2025 14, Core Directory
1/30/2025  14:42:14 Core Directory
1/30/2025

1/30/2025

1/30/2025

1/30/2025

1/30/2025 Core Directory

Category
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity

Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Add member to group

Add member to group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

ActorDisplayName

Target1UserPrincipalName

Azure AD Identity Governance - Directory [0PM-6]
Azure AD Identity Governance - Directory [0PM-5]
Azure AD Identity Governance - Directory Amanda. opm.gov

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-7)@opm gov
[0PM-3]@opm gov

Azure AD Identity Governance - Directory

[0PM-4]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Greg.

[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Piy
[Pi
[Pi
[OPM-13]@opm gov
[Pi
[Pi
[Pi
[Pi
[Pi
[0PM-13]@opm gov
[Pi
[0PM-17]@opm.gov
[PI)
[P
[0PM-17]@opm.gov
[Pi
[P
[P

Azure AD Identity Governance - Directory

[0PM-2]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-2]
(P11
D]
(P11
D]
[P1]
(P11
(P11
(P11
(P11

Azure AD Identity rnance - Directory

[0PM-6]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-6]
D]
D]
(P11
(P11
D]
D]
(P11
D]
D]
(P11
(P11
(P11
(P11
D]
D]
(P11
D]
(P11
D]
(P11
D]
D]
(P11
D]
(P11
D]
(P11
(P11
D]
[P
(P11
(P11
(P11
(P11
(P11
(P11
(P11
(P11
(P11
D]

Target1ModifiedProperty2NewValue

“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault.Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault.Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
"hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
"hrs-retsys-np-001.Key.Vault.Secrets.User.RBAC"
"hrs-retsys-np-001.Key.Vault.Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault.Secrets.User.RBAC"
"hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault.Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
“hrs-retsys-np-001.Key.Vault Secrets.User.RBAC"
"AZ.PSHB.OPMAdmin.Prod"
"AZ.PSHB.OPMAdmin.Prod"
"AZ.PSHB.OPMAdmin.Prod"
“hrs-opmhi-np-001.Contributor.RBAC"
“hrs-opmhi-np-001.Contributor.RBAC"
“hrs-opmhi-np-001.Reader.RBAC"
“hrs-opmhi-np-001.Reader.RBAC"
"eid-cliaconnect-apppxy-users"
“eid-bsgportal-apppxy-users”
“eid-bsgportal-apppxy-users”
“eid-bsgportal-apppxy-users”
“eid-bsgportal-apppxy-users”

"AZ.OPM.KnowBe4.User"
"AZ.OPM.KnowBe4.User"
"Az.OPM.LearningConnection.Prod.User"

"Az.0OPM.LearningConnection.Prod.User"

"AZ.OPM.KnowBe4.User"

"Az.0OPM.LearningConnection.Prod.User"

"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"AZ.OPM.Box.SFT.AppUsers"

"CIITAR Application Users"
"AZ.OPM.Apptio.Cloudability. User"

"AZ.CogServices-Al-Contributor-HCDMM"
"AZ.OPM.Apptio.Cloudability. User"
"ocio-hcdmm-ai-np.Documentintelligence"
"opm-AllEmailGov-np-01.Contributor. RBAC"
"opm-AllEmailGov-p-01.Contributor.RBAC"
"AZ.OPM.Apptio.Cloudability. User"

"AZ.PSHB.OPMAdmin.PERF"

"AZ.PSHB.OPMAdmin.PERF"

"AZ.PSHB.OPMAdmin.PERF"

"AZ.PSHB.OPMAdmin.PERF"

"AZ.PSHB.OPMAdmin.PERF"

"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"

"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
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Date (UTC) Time

1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/30/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025
1/31/2025

Service
14:42:13 Core Directory
Core Directory
3 Core Directory
:13 Core Directory
3 Core Directory
:12 Core Directory
14:42:12 Core Directory
14:42:12 Core Directory
14:42:12 Core Directory
14:42:12 Core Directory
14:42:12 Core Directory

14:42:12 Core Directory
14:42:12 Core Directory

14:42:11 Core Directory
14:42:11 Core Directory
14:42:11 Core Directory

14:42:10 Core Directory
14 Core Directory
14:42:10 Core Directory
14 Core Directory

14:42:09 Core Directory
14:42:09 Core Directory

Core Directory
14:42:08 Core Directory
14:42:08 Core Directory

14:24:47 Core Directory
14 Core Directory
14:24:34 Core Directory
14 Core Directory
14:20:43 Core Directory

14:20:42 Core Directory
14:20:41 Core Directory

14:18:46 Core Directory
1:05:33 Core Directory
1:05:24 Core Directory

Core Directory
0:31:12 Core Directory

22:59:52 Core Directory

22:59:48 Core Directory

22:03:25 Core Directory
22:03:21 Core Directory
22:02:39 Core Directory
22 2 Core Directory
21:19:19 Core Directory
21:18:28 Core Directory
21:17:23 Core Directory
21 Core Directory
20:57:08 Core Directory
20:56:56 Core Directory
20:17:49 Core Directory
20:17:02 Core Directory
20:16:08 Core Directory
19:17:56 Core Directory
18:05:27 Core Directory
17:54:25 Core Directory
17:50:27 Core Directory
17:39:53 Core Directory
17:39:23 Core Directory
17:28:22 Core Directory
17:27:10 Core Directory
17:26:54 Core Directory
16:57:30 Core Directory
16:55:41 Core Directory
16:38:03 Core Directory
16:37:59 Core Directory
16 Core Directory
16:36:38 Core Directory
14:25:05 Core Directory
14:24:30 Core Directory
14:23:51 Core Directory
14:23:50 Core Directory
14:23:37 Core Directory
14:23:35 Core Directory
14:23:12 Core Directory
14:23:11 Core Directory
14:23:07 Core Directory
14:22:53 Core Directory
14:22:17 Core Directory
14:22:14 Core Directory
14:22:13 Core Directory
14:22:05 Core Directory
14:21:38 Core Directory
14:21:34 Core Directory
14:21:31 Core Directory
14:21:30 Core Directory
14:21:26 Core Directory
14:21:25 Core Directory
14:20:38 Core Directory
14:20:29 Core Directory
14:20:19 Core Directory
14:20:18 Core Directory
14:17:28 Core Directory
14:16:56 Core Directory
14:16:39 Core Directory
10:01:37 Core Directory

9:59:50 Core Directory

9:59:46 Core Directory

Core Directory

Category
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Add member to group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Add member to group
Remove member from group
Add member to group
Remove member from group
Add member to group
Add member to group
Add member to group

ActorDisplayName

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Target1UserPrincipalName
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi

Azure AD Identity rnance - Directory

[OPM-4]

Azure AD Identity Governance - Directory

Azure AD Identity Governance - Directory

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-18]@opm.gov
[Pi
[P
[Pi
[P

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory

[0PM-8]
Amanda. g

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

D]
[Pu]
[P1]
D]
(P11
(P11
(P11
D]
(P11
D]
(P11
D]
D]
(P11
(P11

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-2]
D]
D]
(P11
(P11
(P11
D]
(P11
(P11
(P11

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-5]
(P11
(P11

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[0PM-3]
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[OPM-14]@opm.gov
[Pi
[Pi
[Pi
[Pi
[0PM-10]@opm.gov
[Pi
[PIY

Target1ModifiedProperty2NewValue
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin PREPROD"
"AZ.PSHB.OPMAdmin PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.PSHB.OPMAdmin.PREPROD"
"AZ.OPM.Apptio.Cloudability. User"
"AZ.OPM.KnowBed. Admin"
"AZ.OPM.KnowBed. Admin"
"AZ.OPM.KnowBed. Admin"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"AZ.PSHB.OPMAdmin.Dev"
"hrs-mgmt-p-001.USAS. Appinsights.Reader"
"hrs-mgmt-p-001.USAS. Appinsights.Reader"
"hrs-mgmt-p-001.USAS. Appinsights.Reader"
"AZ.Global.Reader.RBAC"
"AZ.OPM.Box.SFT.AppUsers"
"AZ.OPM.BoX.SFT.AppUsers"
"rs-ora-np-01.Contributor"
"rs-ora-np-01.0wner.RBAC"
"iRetiredev"

"iRetireTest"

"iRetireProd"

"iRetireStage"
"Az.0PM.LearningConnection.Prod.User"
"Az.0PM.LearningConnection.Prod.User"
"AZ.OPM.KnowBed.User"
"AZ.OPM.KnowBed.User"
"AZ.OPM.KnowBed.User"
"Az.0PM.LearningConnection.Prod.User"
"0OCIO-STAMP-Users”

"cto-digitalservices-np-01.Contributor. RBAC"

"OCIO-STAMP-Users"
"OCIO-STAMP-Users"

"Az.0OPM.LearningConnection.Prod.User"
"AZ.OPM.KnowBe4.User"

"AZ.OPM.KnowBe4.User"
"Az.OPM.LearningConnection.Prod.User"
"AZ.OPM.KnowBe4.User"
"Az.OPM.LearningConnection.Prod.User"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Architects"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"OPM-GHEC-User-Read"

"GHEC-OPM-OD-Members"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"GHEC-OPM-OCIO-CTO-Members"
"OPM-GHEC-User-Read"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Architects"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"GHEC-OPM-OCIO-CTO-Members"
"OPM-GHEC-User-Read"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-DevOps"
"GHEC-OPM-OD-Members"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-DevOps"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-DevOps"
"GHEC-OPM-OD-Members"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"OPM-GHEC-User-Read"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Members"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-DevOps"
"GHEC-OPM-OCIO-CTO-Members"
"OPM-GHEC-User-Read"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Owners"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Owners"
"GHEC-OPM-OCIO-BAS-PAPS-USALearning-Owners"
"AZ.OPM.KnowBe4.User"

"AZ.OPM.KnowBe4.User"

"Az.OPM.LearningConnection.Prod.User"
"Az.0OPM.LearningConnection.Prod.User"

"AZ.OPM.KnowBe4.User"
"Az.OPM.LearningConnection.Prod.User"
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Date (UTC) Time

1/31/2025
1/31/2025
1/31/2025
2/1/2025
2/1/2025
2/1/2025
2/1/2025
2/1/2025
2/1/2025
2/1/2025
2/2/2025
2/2/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/3/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/4/2025
2/5/2025
2/5/2025
2/5/2025
2/5/2025
2/5/2025

Service
0 Core Directory
Core Directory
3 Core Directory

06:56 Core Directory
Core Directory

5:06:55 Core Directory
10:09:27 Core Directory
10:07:44 Core Directory
23:11:55 Core Directory
20:06:03 Core Directory
20:04:56 Core Directory
20:04:03 Core Directory
20:03:11 Core Directory
20:02:43 Core Directory
20:02:20 Core Directory
20:01:57 Core Directory
19:52:12 Core Directory
17:03:58 Core Directory
17:03:37 Core Directory
17:02:41 Core Directory
17:01:59 Core Directory
15:20:15 Core Directory
15:19:15 Core Directory
15:18:28 Core Directory
15:17:06 Core Directory

9
9
5:
5
5:
5
5:
5
5

23:13:21 Core Directory
23:12:57 Core Directory
22:59:23 Core Directory
22:36:37 Core Directory
22:18:41 Core Directory
22:18:33 Core Directory
21:57:55 Core Directory
21:57:46 Core Directory
21:36:53 Core Directory
21:17:20 Core Directory

19:58:33 Core Directory
19:37:02 Core Directory
19:36:48 Core Directory
19 Core Directory
18:58:45 Core Directory
18:58:01 Core Directory
18:55:26 Core Directory
18:55:17 Core Directory
18:40:06 Core Directory
17:40:53 Core Directory
17:40:22 Core Directory
17:39:28 Core Directory
17:35:37 Core Directory
17:01:19 Core Directory
16:59:56 Core Directory
15:39:57 Core Directory
14:39:39 Core Directory
14:39:20 Core Directory
14:38:50 Core Directory
14:38:25 Core Directory
14:35:53 Core Directory
14:29:21 Core Directory
14:29:20 Core Directory
14:28:07 Core Directory
Core Directory
2 Core Directory
13:48:11 Core Directory
13:37:04 Core Directory
13:16:26 Core Directory
12:11:19 Core Directory
10:19:59 Core Directory
10:19:48 Core Directory
10:19:48 Core Directory
10:19:41 Core Directory
10:19:24 Core Directory
10:19:14 Core Directory
10:19:13 Core Directory
10:19:13 Core Directory
10:18:58 Core Directory
10:18:54 Core Directory
10:18:40 Core Directory
10:18:25 Core Directory
10:18:11 Core Directory
10:17:57 Core Directory
10:17:54 Core Directory
10:17:33 Core Directory
10:17:18 Core Directory
10:17:12 Core Directory
10:17:10 Core Directory
10:17:06 Core Directory
10:17:03 Core Directory
10:16:55 Core Directory
10:16:55 Core Directory
10:16:54 Core Directory
10:16:51 Core Directory
10:16:28 Core Directory
10:16:20 Core Directory
10:16:15 Core Directory
10:15:56 Core Directory
10:15:54 Core Directory
10:15:49 Core Directory
10:15:29 Core Directory
10:15:20 Core Directory
10:15:16 Core Directory
10:15:12 Core Directory
20:59:51 Core Directory
20:57:56 Core Directory

Category
GroupManagement
GroupManagement
UserManagement

GroupManagement
UserManagement

UserManagement

GroupManagement
GroupManagement
UserManagement

UserManagement

GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity
Add member to group

Add member to group
Delete user

Remove member from group
Update user

Disable account

Remove member from group
Remove member from group
Update user

Disable account

Remove member from group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Add member to group

Add member to group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

ActorDisplayName

Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

Target1UserPrincipalName
[0PM-10]@opm.gov
[0PM-14]@opm.gov
[Pi
[P
[P
[Pi
[P
[Pi
[Pi
[P
[P
[P
[P
[Pi
[P
[P
[Pi
[P
[P
[P
[PI)
[Pi
[Pi
[Pi
[PI
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[P
[0}
[0}
[Pi
[Pi
[Pi

[Pi
[0PM-15]@opm.gov
[0PM-12]@opm.gov
[0PM-11]@opm.gov
[P
[0PM-12]@opm.gov
[Pi
[PI
[0PM-15]@opm.gov
[0PM-11]@opm.gov
[Pi
[P
[Pi
[Pi
[Pi
[P
[P
[Pi
[P
[P
[P
[Pi
[PI
[P
[P
[Pi
[PI
[PI)
[P
[P
[Pi
[PI
[0}
[Pi
[Pi
[P
[Pi
[P
[P
[Pi
[PI
[0}
[Pi
[P
[P
[Pi
[PI
[0}
[Pi
[P
[Pi
[Pi
[Pi
[PIY

Target1ModifiedProperty2NewValue
"AZ.OPM.KnowBed.User"
"Az.0PM.LearningConnection.Prod.User"

"AccountEnabled"
"AccountEnabled"

"AccountEnabled"
"AccountEnabled"

"OCIO-STAMP-Users"

"hrs.usadata.data.stusasprd001.blob.mod"
"hrs.usadata.data.stusasnp.blob.mod"
"hrs.usadata.d.data.blob.mod"
"hrs-usad-p-001.StorageBlobMod.RBAC"
"hrs-usad-qa-001.StorageBlobMod.RBAC"
"hrs-usad-dev-001.StorageBlobMod.RBAC"
"az.databrx.data.engineer.dtt.postal.prd"
"az.databrx.data.engineer.dtt.postal.prd"
"az.databrx.data.engineer.dtt.postal.prd"
"az.databrx.data.analyst.ehri"
"Az.0PM.LearningConnection.Prod.User"
"AZ.OPM KnowBed.User"
"AZ.OPM.Box.SFT.AppUsers"

"AZ.OPM.KnowBe4.User"
"Az.0OPM.LearningConnection.Prod.User"
“az.janus.backend.prod.Users”
"AZ.OPM.KnowBe4.User"
"Az.0OPM.LearningConnection.Prod.User"
“az.janus.frontend.prod.Users"
"hrs-usad-qa-001.Contributor.RBAC"
"hrs-usad-dev-001.Contributor.RBAC"
"Az.0OPM.LearningConnection.Prod.User"
"Az.0OPM.LearningConnection.Prod.User"
"AZ.OPM.KnowBe4.User"
"AZ.OPM.KnowBe4.User"
"AZ.SharePoint-Admin"

"AZ.OPM.Box.SFT.AppUsers"

"AZ.OPM.Box.SFT.AppUsers"
"HI — FEDVIP - Carrier Communications”

“az.databrx.data.engineer.ehri.ga"
"AZ.OPM.KnowBe4.User'
"AZ.OPM.KnowBe4.User"
"AZ.OPM.KnowBe4.User"
"AZ.OPM.KnowBe4.User"
"AZ.OPM.KnowBe4.User"
"Az.0PM.LearningConnection.Prod.User"
"Az.0OPM.LearningConnection.Prod.User"
"Az.0OPM.LearningConnection.Prod.User"
"Az.0OPM.LearningConnection.Prod.User"
"Az.OPM.LearningConnection.Prod.User"

"AZ.OPM.Apptio.Cloudability.User"

“eid-eopf-helpdesk-footpri 0
pf-help P pPp;

"rg-ocio-cyber-cprm-ai-np.CogServicesContributor"
"rg-ocio-cyber-cprm-ai-np.Contributor"
"hrs-usaj-np-001.SubContributor”
"hrs-usaj-np-001.SubContributor”
"hrs-sfs-np-001.Contributor.RBAC"

OPM-000099
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Date (UTC) Time Service Category Activity ActorDisplayName Target1UserPrincipalName Target1ModifiedProperty2NewValue
2/5/2025  19:21:38 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-sfs-np-001.Contributor.RBAC"
2/5/2025  19:07:16 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-sfs-p-001.Contributor.RBAC"
2/5/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-sfs-p-001.Contributor.RBAC"
2/5/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usal-p-001.Contributor.RBAC"
2/5/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usal-np-001.Contributor.RBAC"
2/5/2025 :03:45 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usaj-p-001.Contributor"
2/5/2025 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usaj-np-001.Contributor.RBAC"
2/5/2025  19:03:02 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usaj-np-001.Contributor.RBAC"
2/5/2025 18 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:57 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:47 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:45 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:23 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:20 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:19 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:19 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:04 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  18:16:03 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  15:07:36 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "PPCOEToolkitUsers"

2/5/2025  14:15:46 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas scuba”

2/5/2025  14:15:45 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas scuba”

2/5/2025  14:15:44 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas scuba”

2/5/2025 : GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas scuba”

2/5/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas scuba”

2/5/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas cyhy "

2/5/2025 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas cyhy "

2/5/2025 7 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas cyhy "

2/5/2025  14:14:56 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management 0]

2/5/2025  14:14:56 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:55 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:55 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:49 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas cyhy "

2/5/2025  14:14:48 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm dbaas cyhy "

2/5/2025  14:14:48 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "cdm_dbaas_cyhy "

2/5/2025  14:14:30 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:27 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management 0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:25 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/5/2025  14:14:24 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  21:56:32 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  21:55:23 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  19:48:28 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
2/6/2025  19:39:44 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

2/6/2025  19:00:00 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  18:58:38 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  18:45:40 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  18:38:47 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  17:59:34 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"

2/6/2025 56 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
2/6/2025 2 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "eid-eopf-helpdesk-footprints-appp; g
2/6/2025 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management 0]

2/6/2025 2 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:29:24 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:29:01 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:28:49 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:28:37 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:53 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:35 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:28 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:26 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:18 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:10 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:27:05 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:26:02 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:25:51 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:25:46 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:25:44 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/6/2025  10:25:43 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  21:11:52 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.B2B-DOJ-Collaborators”
2/7/2025  21:11:50 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.B2B-DOJ-Collaborators”
2/7/2025  20:44:41 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "rs-janusrc-p-001.Reader”

2/7/2025  20:38:48 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.B2B-DOJ-Collaborators”
2/7/2025  20:38:16 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.B2B-DOJ-Collaborators"
2/7/2025  19:59:33 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.analyst.usadata.prod"”
2/7/2025  19:59:10 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.analyst.usadata.dev"
2/7/2025  19:38:08 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "rs-janusrc-p-001.Reader"

2/7/2025  19:28:17 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.AAD.GlobalReader"

2/7/2025  18:10:50 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.Box.SFT.AppUsers"
2/7/2025  18:08:57 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  17:50:29 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "GHEC-OPM-OCIO-FITBS-HRSITPMO-USAP-DevOps"
2/7/2025  16:10:35 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "hrs-usal-np-001.0wner.RBAC"
2/7/2025  15:05:18 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.analyst.usadata.dev"
2/7/2025  15:05:02 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.Exchange-Admin"

2/7/2025  15:05:00 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.Exchange-Admin"

2/7/2025  15:03:18 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.scientist.usadata"
2/7/2025  15:01:14 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx data.analyst.ehri"
2/7/2025  14:56:29 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.engineer.dtt.postal.prd"
2/7/2025 14 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.engineer.dtt.postal.prd"
2/7/2025  14:56:23 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "az.databrx.data.engineer.dtt.postal.prd"
2/7/2025 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-4]

2/7/2025  14:03:18 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-4]

2/7/2025  13:39:55 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "ocio-cyber-p-001.Reader.RBAC"
2/7/2025  13:39:54 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "rg-AzLogs-p-001.Contributor.RBAC"
2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "rg-AzLogs-p-001 Reader”

2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.rg-cyber-playbooks-p-001.Contributor”
2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.Purview-IRM-Analysts"

2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management 0] "AZ.Global.Reader.RBAC"

2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZSecurity.Reader"

2/7/2025 GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  13:35:53 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  13:35:53 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  13:35:52 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  13:35:51 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  13:35:50 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  13:35:50 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [G0]

2/7/2025  2:31:26 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory [0PM-6] "hrs-opmdata-ga-001.SubContributor.RBAC"
2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory [0PM-2] "hrs-opmdata-ga-001.SubContributor.RBAC"
2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory [0PM-2] "hrs-opmdata-ga-001.Reader.RBAC"
2/7/2025 GroupManagement Add member to group Azure AD Identity Governance - Directory [0PM-6] "hrs-opmdata-ga-001.Reader.RBAC"
2/7/2025 GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-2]

2/7/2025 Core Directory __ GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [OPM-6]@opm gov
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Date (UTC) |Time Service
2/7/2025  2:06:10 Core Directory
2/7/2025 2 Core Directory
2/7/2025  2:04:58 Core Directory
2/7/2025  2:04:58 Core Directory
2/8/2025  23:38:41 Core Directory
2/8/2025  11:08:17 Core Directory
2/8/2025 10 Core Directory
2/8/2025  4:16:07 Core Directory
2/9/2025 4 Core Directory
2/9/2025  4:07:34 Core Directory

2/10/2025  21:49:55 Core Directory
2/10/2025  21:48:28 Core Directory
2/10/2025  21:48:27 Core Directory
2/10/2025  21:45:18 Core Directory
2/10/2025  20:12:35 Core Directory
2/10/2025  20:12:33 Core Directory
2/10/2025  20:01:30 Core Directory
2/10/2025  19:59:04 Core Directory
2/10/2025  18:47:30 Core Directory
2/10/2025  18:47:24 Core Directory
2/10/2025  18:47:24 Core Directory
2/10/2025  18:47:23 Core Directory
2/10/2025  18:47:23 Core Directory
2/10/2025  17:33:43 Core Directory
2/10/2025  17:33:42 Core Directory
2/10/2025  17:33:42 Core Directory
2/10/2025  17:33:41 Core Directory
2/10/2025  17:33:41 Core Directory
2/10/2025  17:33:40 Core Directory
2/10/2025  17:33:39 Core Directory
2/10/2025  17:33:38 Core Directory
2/10/2025  17:33:37 Core Directory
2/10/2025  17:33:36 Core Directory
2/10/2025  17:33:36 Core Directory
2/10/2025  17:33:35 Core Directory
2/10/2025  17:33:34 Core Directory
2/10/2025  17:33:34 Core Directory
2/10/2025  17:32:38 Core Directory
2/10/2025  17:32:37 Core Directory
2/10/2025  17:32:36 Core Directory
2/10/2025  17:32:36 Core Directory
2/10/2025  17:32:35 Core Directory
2/10/2025  16:42:40 Core Directory
2/10/2025  16:00:18 Core Directory
2/10/2025  15: Core Directory
2/10/2025  15:38:19 Core Directory
2/10/2025  15:36:13 Core Directory
2/10/2025  14:47:05 Core Directory
2/10/2025  14:46:57 Core Directory
2/10/2025 7 Core Directory
2/10/2025 :52 Core Directory
2/10/2025 Core Directory
2/10/2025  14:39:04 Core Directory
2/10/2025  14:38:50 Core Directory
2/10/2025  14:26:39 Core Directory
2/10/2025 5. Core Directory
2/10/2025  5:06:51 Core Directory
2/10/2025 5.

2/10/2025 5.

2/10/2025 5.

2/10/2025 5.

2/10/2025 .

2/10/2025 5.

2/10/2025 5

2/10/2025 5.

2/10/2025 5.

2/10/2025 4

2/10/2025  4:07:57 Core Directory
2/10/2025 4 Core Directory
2/10/2025  4:07:51 Core Directory
2/11/2025  22:13:08 Core Directory
2/11/2025  22:11:34 Core Directory
2/11/2025  22:08:57 Core Directory
2/11/2025  22:08:57 Core Directory
2/11/2025  22:08:23 Core Directory
2/11/2025  22:07:56 Core Directory
2/11/2025  22:07:39 Core Directory
2/11/2025  22:05:22 Core Directory
2/11/2025  22:02:22 Core Directory
2/11/2025  20:50:53 Core Directory
2/11/2025  20:06:00 Core Directory
2/11/2025  20:05:55 Core Directory
2/11/2025  20:05:55 Core Directory
2/11/2025  20:05:55 Core Directory
2/11/2025  20:05:54 Core Directory
2/11/2025 20 Core Directory
2/11/2025  20:05:51 Core Directory
2/11/2025

2/11/2025

2/11/2025  14:38:51 Core Directory
2/11/2025  14:24:34 Core Directory
2/11/2025  14:24:07 Core Directory
2/11/2025  14:03:03 Core Directory
2/12/2025  20:10:03 Core Directory
2/12/2025  20:08:13 Core Directory
2/12/2025  20:07:56 Core Directory
2/12/2025  20:07:50 Core Directory
2/12/2025  20:06:58 Core Directory
2/12/2025  20:06:46 Core Directory
2/12/2025  20:05:15 Core Directory
2/12/2025  20:05:11 Core Directory
2/12/2025  19:49:00 Core Directory
2/12/2025  19:45:27 Core Directory
2/12/2025  19:27:13 Core Directory
2/12/2025  19:27:03 Core Directory
2/12/2025  19:08:27 Core Directory
2/12/2025  19:08:15 Core Directory
2/12/2025  19:07:33 Core Directory
2/12/2025  19:07:14 Core Directory
2/12/2025  18:08:56 Core Directory
2/12/2025  18:08:41 Core Directory
2/12/2025  18:07:43 Core Directory
2/12/2025  18:07:34 Core Directory
2/12/2025  18:07:24 Core Directory
2/12/2025  18:06:59 Core Directory
2/12/2025  18:06:52 Core Directory
2/12/2025  18:05:27 Core Directory
2/12/2025  16:56:22 Core Directory
2/12/2025  16:42:18 Core Directory
2/12/2025

2/12/2025

2/12/2025

Category
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
UserManagement

GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement
GroupManagement

Activity
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group
Delete user

Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group
Remove member from group
Add member to group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

Add member to group
Remove member from group
Add member to group
Remove member from group
Add member to group

Add member to group
Remove member from group
Remove member from group
Add member to group

Add member to group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Remove member from group
Add member to group
Remove member from group
Remove member from group
Add member to group

Add member to group

Add member to group

Add member to group

Add member to group

ActorDisplayName

Target1UserPrincipalName

Azure AD Identity Governance - Directory

[0PM-2]

Azure AD Identity Governance - Directory
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management
Azure AD Identity Governance - Directory Management

[OPM-6]
[0PM-2]@opm gov
[O0PM-6]@opm gov
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[P
[P
[P
[PI
[P
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[P
[P
[PI)
[P
[P
[P
[P
[P
[P
[P
[P
[P
[P
[Pi
[Pi
[P
[P
[P
[0}
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[P
[PI
[0}
[P
[P
[P
[P
[PI)
[P
[P
[P
[P
[Pi
[P
[P
[P
[PI)
[P
[P
[P
[P
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[PI
[PI
[P
[Pi
[Pi
[Pi
[Pi
[Pi
[P
[P
[P
[P
[0}
[Pi
[P
[Pi
[P
[P
[Pi
[Pi
[Pi
[P
[Pi
[Pi
[P
[Pi
[Pi
[Pi
[PI]

Target1ModifiedProperty2NewValue

"hrs-usal-np-001.FullContributor.RBAC"
"AZ.OPM.KnowBe4.User"
"Az.OPM.LearningConnection.Prod.User"

"AZ.OPM.Apptio.Cloudability. User"
"AZ.OPM.Apptio.Cloudability. User"
"AZ Intune-Admin"
"ocio-itops-p-001.Contributor.RBAC"

"Az.0PM.USAStaffingLMS.Prod.User"
"Az.0OPM.LearningConnection.Prod.User"

"AZ.OPM.KnowBe4.User"

"AZ.OPM.Apptio.Cloudability. User"
"hrs-usal-p-001.Full.Owner.RBAC"
"Az.OPM.USAStaffingLMS.Prod.User"
"hrs-usal-np-00L.Full.Owner.RBAC"
"hrs-usaj-p-001.Full Owner.RBAC"

"OCIO-STAMP-Users"
"AZ.BMS.Admin.NP"
"AZ.BMS.Admin.NP"
"AZ.BMS.Admin.NP"
"AZ.BMS.Admin.NP"
"AZ.BMS.Admin.NP"
"AZ.BMS.Admin.NP"
"AZ.BMS.Admin.NP"

"HRS — LAB — WIC Collaboration"
"OCIO-STAMP-Users"

"AZ.OPM.Box.SFT.AppUsers"
"Az.0PM.CLDCentral.Prod.User"
"Az.0PM.LearningConnection.Prod.User"
"AZ.OPM.KnowBed.User"
"AZ.OPM.KnowBed.User"

"Az.OPM.LearningConnection.Prod.User"

"Az.OPM.LearningConnection.Prod.User"

"AZ.OPM.KnowBe4.User"

"DFS Development"

"DFS Testing"
"hrs-opf-p-001.Reader.RBAC"
"hrs-opf-np-001.Reader.RBAC"
"AZ.OPM.KnowBe4.User"
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Date (UTC) Time Service Category Activity ActorDisplayName Target1UserPrincipalName Target1ModifiedProperty2NewValue
2/12/2025  16:05:20 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
2/12/2025  15:57:42 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.CLDCentral.Dev.User"
2/12/2025  15:56:56 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.CLDCentral.Prod.User"
2/12/2025  15:56:06 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.CLDCentral.Test.User"
2/12/2025 13, Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "CIITAR Application Users"

2/12/2025  11:48:36 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "Az.0PM.LearningConnection.Prod.User"
2/12/2025  11:46:19 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.KnowBed.User"
2/12/2025 0 GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-2]

2/12/2025 0, GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-6]

2/12/2025 0, GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-4]

2/12/2025 0, GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-6]

2/12/2025 0, GroupManagement Remove member from group Azure AD Identity Governance - Directory Amanda. 0pm.gov

2/12/2025 0. GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-3]

2/12/2025 0, GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [0PM-5]@opm gov

2/12/2025  0:06:51 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory [0PM-4]

2/12/2025  0:06:51 Core Directory  GroupManagement Remove member from group Azure AD Identity Governance - Directory Management [0PM-7)@opm gov

2/13/2025  15:14:05 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "eid-usas-footprints-apppxy-users"
2/13/2025  15:14:03 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "eid-usas-footprints-apppxy-users"
2/13/2025  13:34:23 Core Directory  GroupManagement Add member to group Azure AD Identity Governance - Directory Management [G0] "AZ.OPM.Apptio.Cloudability. User"
2/13/2025  13:34:19 Core Directory _ GroupManagement Add member to group Azure AD Identity Governance - Directory Management [Pi) "AZ.OPM.Apptio.Cloudability. User"

OPM-000102
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Admin Access
Employee Name Name Date Created Date Removed ((Yes/No?) Login (Yes/No?)
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
Amanda Scales / USADATA] 2/3/2025 Yes No
Amanda Scales USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/20/2025 Yes Yes Last Login 2025-02-28
Amanda Scales USA Performance - U.S. Office of Personnel Management 1/20/2025 N/A Yes No
Amanda Scales USA Performance - Office of the Director 1/31/2025 N/A Yes No
Amanda Scales FEHB - Federal Employees Health Benefits 2/3/2025 Yes No
Amanda Scales PSHB HBDP - Postal Service Health Benefits Data Platform 2/3/2025] Yes No
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Charles Ezell Az.cio.entralD.PowerBIAdmin) 1/20/2025 Yes No
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
Greg Hogan / USADATA] 1/28/2025 Yes No
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
Greg Hogan Az.cio.entralD.PowerBIAdmin) 1/20/2025 Yes No
Greg Hogan USA Performance - U.S. Office of Personnel Management 1/20/2025 N/A Yes Yes
Greg Hogan FEHB - Federal Employees Health Benefits 1/28/2025] Yes No
Greg Hogan PSHB HBDP - Postal Service Health Benefits Data Platform 1/30/2025 Yes No
OPM-10 USA Performance - Office of the Director 2/7/2025 N/A Yes No
OPM-11 USA Performance - Office of the Director 2/7/2025 N/A Yes No
OPM-12 USA Performance - Office of the Director 2/7/2025 N/A Yes No
OPM-13 USA Performance - Office of the Director 1/31/2025 N/A Yes No
OPM-14 USA Performance - Office of the Director 2/7/2025 N/A Yes No
OPM-15 USA Performance - Office of the Director 2/7/2025 N/A Yes No
OPM-16 USA Performance - Office of the Director 1/31/2025 N/A Yes No
OPM-17 USA Performance - Office of the Director 1/31/2025 N/A Yes No
OPM-18 USA Performance - Office of the Director 1/24/2025 N/A Yes No
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
OPM-2 / USADATA] 1/28/2025 Yes No
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
OPM-2 Az.cio.entralD.PowerBIAdmin) 1/28/2025 Yes No
No - never completed User
OPM-2 OPM Data : Electronic Official Personnel Folder (eOPF) - DEV/TST/QA/TRN/PRD 1/28/2025 2/6/2025 No registraion
No - never completed User
OPM-2 OPM Data : Enterprise Human Resources Integration (EHRI) - Dev/TST/QA/PRD 1/28/2025 2/6/2025 No registraion
OPM-2 FEHB - Federal Employees Health Benefits 1/28/2025 Yes No
OPM-2 PSHB HBDP - Postal Service Health Benefits Data Platform 1/28/2025 Yes No
OPM-2h USA Performance - U.S. Office of Personnel Management 1/28/2025 N/A Yes No
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
OPM-3 Az.cio.entralD.PowerBIAdmin) 1/20/2025 Yes No
OPM-3 USA Performance - U.S. Office of Personnel Management 1/20/2025 N/A Yes No
OPM-4 USA Performance - U.S. Office of Personnel Management 1/28/2025 N/A Yes No
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
OPM-4 / USADATA] 1/28/2025 Yes No
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
OPM-4 Az.cio.entralD.PowerBIAdmin) 1/28/2025 Yes No
No - never completed User
OPM-4 OPM Data : Electronic Official Personnel Folder (eOPF) - DEV/TST/QA/TRN/PRD 1/28/2025 2/6/2025 No registraion
No - never completed User
OPM-4 OPM Data : Enterprise Human Resources Integration (EHRI) - Dev/TST/QA/PRD 1/28/2025 2/6/2025 No registraion
OPM-4 FEHB - Federal Employees Health Benefits 1/28/2025 Yes No
OPM-4 PSHB HBDP - Postal Service Health Benefits Data Platform 1/28/2025| Yes No
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
OPM-5 / USADATA] 1/28/2025 Yes No
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
OPM-5 Az.cio.entralD.PowerBIAdmin) 1/20/2025 Yes No
OPM-5 USA Performance - U.S. Office of Personnel Management 1/20/2025 N/A Yes No
OPM-5 FEHB - Federal Employees Health Benefits 1/28/2025 Yes No
OPM-5 PSHB HBDP - Postal Service Health Benefits Data Platform 1/30/2025 Yes No
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
OPM-6 / USADATA] 1/28/2025 Yes Yes
OPM Data : Connect Platform (Az.opm.entralD.efficiencyorg.admin +
OPM-6 Az.cio.entralD.PowerBIAdmin) 1/28/2025 Yes No
No - never completed User
OPM-6 OPM Data : Electronic Official Personnel Folder (eOPF) - DEV/TST/QA/TRN/PRD 1/28/2025 2/6/2025 No registraion
No - never completed User
OPM-6 OPM Data : Enterprise Human Resources Integration (EHRI) - Dev/TST/QA/PRD 1/28/2025 2/6/2025 No registraion
OPM-6 USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/28/2025 2/24/2025 Yes Yes Last Login 2025-2-24
OPM-6 USA Performance - U.S. Office of Personnel Management 1/28/2025 N/A Yes No
OPM-6 FEHB - Federal Employees Health Benefits 1/28/2025 Yes No
OPM-6 PSHB HBDP - Postal Service Health Benefits Data Platform 1/28/2025 Yes No
OPM-7 USA Performance - U.S. Office of Personnel Management 1/20/2025 N/A Yes No
OPM-7 USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 1/20/2025 Yes Yes Last Login 2024-11-07
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
OPM-8 / USADATA] 2/3/2025 Yes No
OPM-8 USA Staffing Core + Admin Portal - DEV/TST/STG/TRN/PRD 2/3/2025 Yes Yes Last Login 2025-02-23
OPM-8 USA Performance - Office of the Director 1/31/2025 N/A Yes No
OPM-8 FEHB - Federal Employees Health Benefits 2/3/2025 Yes No
OPM-8 PSHB HBDP - Postal Service Health Benefits Data Platform 2/3/2025] Yes No
OPM Data : Azure Databricks Admin + NP / PRD Azure Subscriptions [OPMData
OPM-9 / USADATA] 2/4/2025 Yes No
OPM-9 USA Performance - Office of the Director 1/31/2025 N/A Yes No
OPM-9 FEHB - Federal Employees Health Benefits 2/4/2025 Yes No
OPM-9 PSHB HBDP - Postal Service Health Benefits Data Platform 2/3/2025 Yes No
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From: Quinn, Quadrina L.

To: Scales, Amanda D.; ~ OPM-5 Hogan, Greg; ~ OPM-7 OPM-3 Ezell, Charles E.
Cc: Walicek, Wayne; Fordham, Marshall T.; Price, MC; Curtis. Teresa A.

Subject: USAJOBS admin accounts

Date: Monday, January 20, 2025 6:41:52 PM

Attachments: image001.png

Hi all,

We have created administrator accounts with super user permissions for the USAJOBS admin
systems below. The Web Admin system utilizes OPM single-sign-on (EntralD) to automatically log
you in. In Agency Talent Portal you can use PIV or login.gov to authenticate into the system. Please
let me know if you have any questions or issues with accessing these sites!

USAJOBS Web Admin

https://webadmin.usajobs.gov (production)
https://webadmin.uat.usajobs.gov (user acceptance testing environment)
https://webadmin.test.usajobs.gov (test environment)
https://webadmin.dev.usajobs.gov (development environment)

USAJOBS Agency Talent Portal

https://agencyportal.usajobs.gov/ (production)
https://agencyportal.uat.usajobs.gov (user acceptance testing environment)
https://agencyportal.test.usajobs.gov (test environment)
https://agencyportal.dev.usajobs.gov (development environment)

Thanks,

Quadrina Quinn

Supervisory IT Specialist

U.S. Office of Personnel Management
Office of the Chief Information Officer
c: (202)

@opm.gov
OPM.gov

Follow us on LinkedIn | Twitter | YouTube
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From: Quinn, Quadrina L.

To: OPM-6 OPM-2 OPM-4

Cc: Walicek, Wayne; Curtis, Teresa A.; Price, MC; Fordham, Marshall T.; Sarazine, Luke W.; Scales. Amanda
Subject: Access to USAJOBS

Date: Tuesday, January 28, 2025 4:29:25 PM

Attachments: image001.png

Hi all,

The requested access, permissions and documentation are below. Please let us know if you have any
questions or issues!

¢ Code read and write permissions
e Code read and write permissions will be granted via GitHub. The USAJOBS repositories can be
located here. If you have any issues please contact Christopher Inman
¢ Deploy ability Octopus deploy
e Deploy ability in Octopus Deploy — If you have any issues please contact Christopher

[nman.
e Monitoring dashboards (e.g. displaying success rates, volume of traffic)

USAJ Production Azure Application Insights Dashboard
USAJ UAT Azure Application Insights

USAJ Test Azure Application Insights
USAJ DEV Azure Application Insights
e Documentation (e.g. test and deploy instructions, system diagrams)
e USAJOBS code repository readme
e USAJOBS infrastructure readme
e USAJOBS system diagram
e The on-call rotation for the system
e Tony Dalton - 202- (Devops/system administration)
o James Moon - 478 i} (08A)
e Names of all engineers deeply familiar with the system
o Keith Lawrence — Systems Architect
e Saleim Abushanab — Lead Developer
e Jacob Riley — Lead Developer
e Wayne Kaye — Lead Developer
e Marshall Fordham — Supervisor
e Quadrina Quinn — Supervisor
e Luke Sarazine — Supervisor
* Ability to access the system as a regular user
e USAJOBS.gov accounts will need to be self-registered.
* Ability to access the system as an admin user.
e USAJOBS Web Admin accounts created with super user permissions. The Web Admin system
utilizes OPM single-sign-on (EntralD) to automatically log you in

e USAJOB Agency Talent Portal account invites sent. You can use PIV or login.gov to
authenticate into the system.

Thanks,
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Quadrina Quinn

Supervisory IT Specialist

U.S. Office of Personnel Management
Office of the Chief Information Officer

c: (202)
@opm.gov

Follow us on LinkedIn | Twitter | YouTube

Filed 04/23/25

Page 69 of 198
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From: Curtis, Teresa A.

To: Hurst, Corey D.; Price. MC

Cc: Walicek, Wayne; Corum, Brice M.; DesCombes, Daniel; Parham, Lee; Sarazine, Luke W.
Subject: Re: urgent request from political tech staff

Date: Thursday, January 30, 2025 10:28:47 AM

Attachments: Outlook-t4jdpyOh.png

Yes - The request was from the Acting Director to MC on Monday January 20" to add these
people to the system as admins.

Teresa Curtis

Deputy Associate Chief Information Officer

U.S. Office of Personnel Management

Office of the Chief Information Officer, Federal Information Technology Business Solutions

c: 16 I
I oo o

OPM.gov

From: Hurst, Corey D. -@opm.gov>

Sent: Thursday, January 30, 2025 8:37 AM

To: Price, MC <}l @ opom.gov>; Curtis, Teresa A. | @ opm.gov>

Cc: Walicek, Wayne _@opm.gov>; Corum, Brice M. -@opm.gov>;
DesCombes, Daniel _@opm.gov>; Parham, Lee -@opm.gov>;
sarazine, Luke W. <}l @ opm.gov>

Subject: Re: urgent request from political tech staff

Good Morning MC/Teresa,

| can't seem to find the first request for the 6 individuals that we granted this access for. I'm
thinking it was due to the 911-esque call we had that evening. Can you please confirm

guidance/approval for the access for these folks from 1/20/25, for documentation purposes?

Individuals from the Political Team:

amanda.scales@opm.gov

OPM-5

@opm.gov
greg.hogan@opm.gov
OPMT  @opm.gov
OFM3 - @opm.gov

charles.ezell@opm.gov

Thank you,
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Corey Hurst

Supervisory IT Specialist

U.S. Office of Personnel Management

OCIO - HR Solutions IT PMO - USA Staffing

office (Teams): 202 |l

Cell: 478
@opm.gov

OPM.gov

Follow us on LinkedIn | Twitter | YouTube

From: Price, MC -@opm.gov>

Sent: Tuesday, January 28, 2025 9:07 AM

To: Meck, Aaron R. ||l @ opm.gov>; Boles, Jason R ||l @ oo m.gov>; Burke, Paul T.
_@opm.gov>; Corum, Brice I\/I._@opm.gov>; Curtis, Teresa A.
_@opm.gov>; Davis, Leslie B. -@opm.gov>; Decker, DJ
Y @ orm.gov>; DesCombes, Daniel <} @ oom.gov>; Eavenson, Keith W.
_@opm.gov>; Ezell, Phillip A. -@opm.gov>; Fordham, Marshall T.
Y 200 gov>; Foster, Ozie L. |l @ oom.gov>; Hurst, Corey D.
-@opm.gov>; Inman, Christopher M. _@opm.gov>; Leski, David R.
Y @opm.gov>; Mathews, Brian C. |||l @ opm.gov>; Meck, Aaron R.
-@opm.gov>; Micko, Robert J. _@opm.gov>; Parham, Lee

Y @opm.gov>; Price, MC |l @ opm.gov>; Quinn, Quadrina L.
_@opm.gov>; Raval, Divya -@opm.gov>; Sarazine, Luke W.
Y @00 m.gov>; shelton, Angela K. ||| @ opm.gov>; Walicek, wayne
_@opm.gov>; Williams, I\/Ielanie_@opm.gov>; Williamson, Kim H.
I @00 sov>; Papp, David || @ opm.gov>; Williams, Melanie
I - o¢ " <o+

Subject: urgent request from political tech staff

Quadrina, Brice, Corey, Daniel, Ozie, Dave, Luke, Paul, others as needed.

We have already given several of the political devs/engineers comprehensive access to USAJOBS and
USA Staffing, and local admin, Enterprise Github licenses, etc. Now we have 3 more individuals with
the same requirement. We'll start with USAJOBS, USA Staffing, and eOPF/EHRI. USAP will be next,
so might as well go ahead there. | will give them the leads to work with for these three and they will
most likely reach out to discuss the bullets below (the how to’s, along with the access).

The need to have access today, so please work through all the wickets, and Luke/Quadrina/Marshall,
Brice/Daniel, Ozie, send them an intro message letting them know (please copy me).

OPM-6

@opm.gov
@opm.gov

OPM-2
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OPM-4 @O m.aov

 Code read and write permissions

* Deploy ability Octopus deploy

» Monitoring dashboards (e.g. displaying success rates, volume of traffic)

» Documentation (e.g. test and deploy instructions, system diagrams)

* The on-call rotation for the system

» Names of all engineers deeply familiar with the system

» Names of all product/project managers deeply familiar with the system

* Ability to access the system as a regular user (e.g. hiring manager and onboarding user
for USA Staffing)

* Ability to access the system as an admin user
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